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VIVOTEK

Revision History

1. Rev. 1.0: Initial release.
2. Rev. 1.1: Most modifications are made to reflect functional changes on the user interface.
* Modified the description for the expandable/Collapsible functional menus.
* Added the Recording to SD/SDHC details. (SD local storage is now available on VS8401)
* Added Local Storage options.
* Added the Quad View setting options.
* Added the joystick configuration options.
3. Rev. 1.2: Added description for VS8801 stating that it does not support the SD card local storage.
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Overview

VIVOTEK VS8801/8401, the new milestone in video server security performing 8-CH or 4-CH high
resolution with high frame rate in H.264, are able to convert analog video into digital video with the
highest quality. The H.264 compression format drastically reduces the file sizes and conserves
valuable bandwidth and storage space. The VS8401 supports simultaneous dual streams, while the
VS8801 supports single stream to be transmitted in H.264, MPEG-4 and MJPEG formats for versatile
applications. The stream

can also be individually configured with frame rates, resolution, and image quality so as to meet different
platforms or bandwidth constraints.

Featured with intelligent video functions, such as motion detection & tamper detection, the VS8801/8401
are capable of upgrading analog cameras into intelligent cameras. The tamper detection feature can
detect events such as blockage, redirection, defocus, and spray-painting of camera lens, making it an
intelligent solution to possible camera obstruction. Furthermore, the video server also upgrades the
security level of the IP surveillance system with the network security protocols, HTTPS and 802.1x. It is
also designed with Giga LAN for large transmission need and DC 12V / AC 24V compatible power input
design. These features make VS8801/8401 easy to install and integrate with the existing analog system.

Monitoring with VIVOTEK’s ST7501 as the video management software for better scalability and easy-
to-use operation is another delightful benefit. Most importantly, it is designed for rack mount solution for
easy installation. The solution for video server is a pioneering idea in the world. The innovative vision of
video server, VS8801/8401, help you easily upgrade to a full-featured, high-end IP surveillance solution!

Read Before Use

The use of surveillance devices may be prohibited by law in your country. The video server is not only
a high-performance web-ready camera but can also be part of a flexible surveillance system. It is the
user’s responsibility to ensure that the operation of such devices is legal before installing this unit for its
intended use.

It is important to first verify that all contents received are complete according to the Package Contents
listed below. Take note of the warnings in the Quick Installation Guide before the video server is installed;
then carefully read and follow the instructions in the Installation chapter to avoid damage due to faulty
assembly and installation. This also ensures the product is used properly as intended.

The video server is a network device and its use should be straightforward for those who have basic
networking knowledge. It is designed for various applications including video sharing, general security/
surveillance, etc. The Configuration chapter suggests ways to best utilize the video server and ensure
proper operations. For creative and professional developers, the URL Commands of the video server
section serves as a helpful reference to customizing existing homepages or integrating with the current
web server.

Package Contents

m VS8801/8401

m Power Adapter

m Software CD

m Warranty Card

m Quick Installation Guide
m Terminal blocks



Physical Description
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General I/0 Terminal Block

This video server provides a general I/O terminal block which is used to connect external input /
output devices. The pin definitions are described below.
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DI/DO Diagram

Please refer to the following illustration for the connection method.
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ﬁ NOTE:

» External alarms or other devices that connect to the digital outputs require external power supply, e.g.,
DC power from a power adapter.

» 12V Ground should connect to Video Server ground termail block. For detailed pin definition,
please refer to page 7.

» It is recommended to keep the current running through each of the DO lines under 1A.

Status LED

The LED indicates the status of the video server. The table below shows the statuses of the
Yellow (SD), Green (Network), and Red (Power) LEDs.

LED

Iltem LED status Description
Name
1 Steady Yellow SD card is present and functioning normally
2 Blinking Yellow SD card is present yet problems occurred with
data access
3 LED Off No SD card in the socket
Network 1 Blinking Green every 1 sec. Network activity (heartbeat)
2 Green LED Off Network failed
Power 1 Steady Red Power on and during system boot
2 Red LED Off Power off




Below are the definitions for other combinations of LEDs:

Iltem LED status Description
1 Blinking Green every 2 sec. Audio mute (heartbeat)
2 I1E’>I|Sr;kclng Red every 0.15 sec. + Blinking Green every Upgrading Firmware
3 cI?I|1n5klsnegCRed every 0.15 sec. + Blinking Green every Restoring default

Hardware Reset
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Recessed Reset Button

The reset button is used to reset the system or restore the factory default settings. Sometimes
resetting the system can return the video server to normal operation. If the system problems

remain after reset, restore the factory settings and install again.

Reset: Press and release the recessed reset button using a straightened paper clip. Wait for the

video server to reboot.

Restore: Press and hold the reset button down until the status LED rapidly blinks. It takes about
30 seconds. Note that all settings will be restored to factory default. Upon successful restore,

the status LED will blink green and red during normal operation.



Network Deployment

Setting up the Video Server over the Internet

This section explains how to configure the video server to an Internet connection.
1. Make video connection from the camera to the BNC video input.
2. Make audio connection from the Line-Out audio source to the RCA audio input.

Analog Camera

3. Connect the Video Server to a switch via Ethernet cable.

4. Connect the power cable from the Video Server to a power outlet.

5. If you have external devices such as sensors and alarms, connect them to the general 1/0
terminal block. For detailed pin definition, please refer to the next page.

There are several ways to set up the video server over the Internet. The first way is to set up
the video server behind a router. The second way is to utilize a static IP. The third way is to use
PPPoE.



Internet connection via a router

Before setting up the video server over the Internet, make sure you have a router and follow the
steps below.

1. Connect your video server behind a router, the Internet environment is illustrated below.
Regarding how to obtain your IP address, please refer to Software Installation on page 12 for
details.

/ IP address : 192.168.0.3
WAN (Wide Area Network )

R IP addi . TSP Subnet mask : 255.255.255.0
outer IP address : from LS Default router : 192.168.0.1

Internet

LAN (Local Area Network)
Router IP address : 192.168.0.1

Cable or DSL Modem

. IP address : 192.168.0.2

Subnet mask : 255.255.255.0
Default router : 192.168.0.1

2. In this case, if the Local Area Network (LAN) IP address of your Video server is
192.168.0.3, please forward the following ports for the Video server on the router.
m HTTP port
m RTSP port
m RTP port for audio
m RTCP port for audio
m RTP port for video
m RTCP port for video

If you have changed the port numbers on the Network page, please open the ports accordingly
on your router. For information on how to forward ports on the router, please refer to your
router’s user’s manual.
3. Find out the public IP address of your router provided by your ISP (Internet Service Provider).
Use the public IP and the secondary HTTP port to access the Video server from the
Internet. Please refer to Network Type on page 35 for details.
Internet connection with static IP
Choose this connection type if you are required to use a static IP for the Video server. Please
refer to LAN on page 35 for details.

Internet connection via PPPoE (Point-to-Point over Ethernet

Choose this connection type if you are connected to the Internet via a DSL Line. Please refer to
PPPoE on page 36 for details.



VIVOTEK

Software Installation

Installation Wizard 2 (IW2), free-bundled software included on the product CD, helps you set up
your video server on the LAN.

1. Install IW2 under the Software Utility directory from the software CD.

Double click the IW2 shortcut on your desktop to launch the program. Installation

Wizard 2

2. The program will conduct an analysis of your network environment.
After your network environment is analyzed, please click Next to continue the program.

Your network environment was mnafyzed o below,

Private DHCP
The wizerd is anakyzing your network snvironment.
@ Fleage wait 8 mament.

3. The program will search for all VIVOTEK network devices on the same LAN.

4. After a brief search, the main installer window will prompt. Double-click on the MAC and
model name which matches the product label on your device to connect to the Network
Camera via a web browser.

Video Server
Model No: vsaso1 (€ o =

XXXXX

MAC:0002D1730202 F@ RoHS

AR o= |

Plagss clesck tes MAL and madsl nams s the
product latl of your dovics firs.

Tham, reu can stan i0 lsk te yeur device and
show Be main wcowen by deubls clicking she
Item in ifes abeve selaction li.

I youw llll mot able is find you =MF|:l hﬂm

abave sulacilon I, plaans maks uste

cables aie pioparly connecind tn yoiis devlen 700 639 Tind she pradect labal b
and then tleck on e “Rafresh Devices™ e rwas Bafup pan of your
hismai, ilevice.
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Ready to Use

1. A browser session with the Video Server should prompt as shown below.

2. You should be able to see live video from your camera. You may also install the 32-channel
recording software from the software CD in a deployment consisting of multiple cameras. For
its installation details, please refer to its related documents.

* viversk video Server
WaW,.vIivEeTEH. Som
Video stream
Ch1:5tream 1 -
LA
L HEE ]
BB
(=] Zoom
[=]_Foous_1£]
[P Loee [rate]

Pan speed © -

Tilt speed 0 -

Zoom speed ©  ~
# Manual trigger:
+ Digital output:
# Digital input:

83 Client settings

2= Configuration
KB Language

o/ gln](s]le] [ J[cB)Rls[¥] sow -somztons- -
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Accessing the Video Server

This chapter explains how to access the video server through web browsers, RTSP players,
3GPP-compatible mobile devices, and VIVOTEK recording software.

Using Web Browsers

Use Installation Wizard 2 (IW2) to access to the video servers on the LAN.

If your network environment is not a LAN, follow these steps to access the Netwotk Camera:

1. Launch your web browser (ex. Microsoft® Internet Explorer, Mozilla Firefox, or Netscape).

2. Enter the IP address of the video server in the address field. Press Enter.

3. The live video will be displayed in your web browser.

4. If it is the first time installing the VIVOTEK video server, an information bar will pop up as
shown below. Follow the instructions to install the required plug-ins on your computer.

[ e —

— —— = [

— paaT

N
- S - ﬂ-i: i - -

Son

Video Sorver

Video Server

S S e

1
S HE

a0
!

» By default, the video server is not password-protected. To prevent unauthorized access, it is
highly recommended to set a password for the video server. For more information about how
fo enable password protection, please refer to Security on page 28.

Garemal | Secusity | Pavacy | Contenl | Conneciont | Progans | Advanced

» If you see a dialog box indicating that your security
settings prohibit running ActiveX® Controls, please i e S
enable the ActiveX® Controls for your browser. ® ¥ 0 o
[ irderrsi | .m-:l':r- Thisted shi: R -le-‘ﬁl
1. Choose Tools > Internet Options > Security — '
> Custom Level. [ Pkl

& iy byved s i cone

Custam
Clomtzm terwrags
To chusrge e eorge, ook, Cusioer Level
Tt st B pvcimrrreraben) sefwups vk (vl Lrerd
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VIVOTEK

2. Look for Download signed ActiveX® controls; select Enable or Prompt. Click OK.

Security Settings
Setkings:
Ackivey controls and plug-ins

] Download signed ActiveX controls

Disable
Enable
@) Prompk

%] Dowrload unsigned Active: contrals

Disable
Enable
Prampk

Inltlallze and scripk Activer controls nok marked as safe

i 8

Disable
Enable
Prompt QJ

Reset custom setkings

Reset ko |Medium Lg|[ Reset J

I [0 I[ Cancel ]

3. Refresh your web browser, then install the Active X® control. Follow the instructions to

complete installation.
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Using RTSP Players

To view the MPEG-4 streaming media using RTSP players, you can use one of the following
players that support RTSP streaming.

(%) Quick Time Player
q—'m, Real Player

1. Launch the RTSP player.

2. Choose File > Open URL. A URL dialog box will pop up.

3. The address format is rtsp://<ip address>:<rtsp port>/<RTSP streaming access name for
stream1 or stream2>

As most ISPs and players only allow RTSP streaming through port number 554, please set the
RTSP port to 554. For more information, please refer to RTSP Streaming on page 48.
For example:

Enter an Intemet URL to open:

risp://192.168.5.151:554flive.sdp | v|

4. The live video will be displayed in your player.
For more information on how to configure the RTSP access name, please refer to RTSP
Streaming on page 48 for details.

Fie Edb Vs 'Windos r
Video 16:38:01 2011/03/10
i




Using 3GPP-compatible Mobile Devices

To view the streaming media through 3GPP-compatible mobile devices, make sure the video
server can be accessed over the Internet. For more information on how to set up the video
server over the Internet, please refer to Setup the video server over the Internet on page 10.

To utilize this feature, please check the following settings on your video server:
1. Because most players on 3GPP mobile phones do not support RTSP authentication, make
sure the authentication mode of RTSP streaming is set to disable.

For more information, please refer to RTSP Streaming on page 48.

2. As the the bandwidth on 3G networks is limited, you will not be able to use a large video size.
Please set the video and audio streaming parameters as listed below.

Video Mode MPEG-4
Frame size QCIF
Maximum frame rate 5 fps
Intra frame period 1S
Video quality (Constant bit rate) 40kbps
Audio type (G.711) 64kbps

3. As most ISPs and players only allow RTSP streaming through port number 554, please set
the RTSP port to 554. For more information, please refer to RTSP Streaming on page 48.

4. Launch the player on the 3GPP-compatible mobile devices (ex. Real Player).

5. Type the following URL commands into the player.
The address format is rtsp://<public ip address of your camera>:<rtsp port>/<RTSP streaming
access name for stream 3>.
For example:

Enter an Intemet URL to open:
rtsp://192.168.5.151:554/live.sdp -




Using VIVOTEK Recording Software

The product software CD also contains recording software, allowing simultaneous monitoring
and video recording for multiple video servers. Please install the recording software; then launch
the program to add the video server to the Channel list. For detailed information about how to
use the recording software, please refer to the user’s manual of the software or download it from
http://www.vivotek.com.
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http://www.vivotek.com

Main Page

This chapter explains the layout of the main page. It is composed of the following sections:
VIVOTEK INC. Logo, Host Name, Camera Control Area, Configuration Area, Menu, and
Live Video Window. The Manual Trigger and Digital Input/Digital Output control menus are
expandable and collapsible, while the PTZ navigation panel is available only when a PTZ
camera is attached.

3 Fierwrnsh Corme i - Micrandl intwrel Duglaen

Host Name

VIVOTEK INC. Logo % vIveTEK

Camera Control Area
-y
S ey Live View Window
Manual Trigger Area sl s ol
g o R fias|
e s
1 -
DI/O Control Area M — e

Configuration Area

VIVOTEK INC. Logo
Click this logo to visit the VIVOTEK website.

Host Name
The host name can be customized to fit your needs. For more information, please refer to System settings
on page 26.

Camera Control Area

Video Stream: VS8401 supports 4 channels for video live viewing, as VS8801 supports 8 channels. Each
channel allows you to view only one stream. There are channel1,2,3,4,(5,6,7,8),and Quad View for you
to choose. For more information about video settings, please refer to page 56 for detailed information.

PTZ Control Area: The up/down/left/right/zoom/focus/pan buttons allow
you to adjust the video in the viewing window to the spot you wish

to watch. | Home button allows you to resume the center of the 1l
screen. Click Patrol to move from one point to another; click it again to

stop patroling. Click Stop to stop the pan movement. Please refer to '1 }' |
Configuration > Camera Control on page 68 for more information. EY

Pan/Tilt/Zoom Speed: In the drop-down list, the speed ranges from |
'5~5 (SIOW/faSt). — | Zogm i + |




Manual Trigger Area

Click to enable/disable an event trigger manually. Please configure an event setting on Application page
before enable this function. A total of 4 event settings can be configured. For more information about
event settings, please refer to page 79.

If you want to hide this item on the homepage, please go to the Homepage layout page to uncheck “show
manual trigger button”. Please refer to page 75 for detail.

DI/O Control Area

Digital output: There are 4 (VS8401) or 8 (VS8801) digital output switches; click to turn the digital output
device on or off. Switch 1 is for channel 1 digital output control, switch 2 is for channel 2 digital output
control, and so on.

Digital input: There are 4 (VS8401) or 8 (VS8801) digital input status indicators. A Red indicator shows
the digital input status is active, while the white indicator shows inactive. - Digital input:

19203040
50607080

Configuration Area

Client Settings: Click this button to access the client setting page. For more information, please refer to
Client Settings on page 22.

Configuration: Click this button to access the configuration page of the video server. It is suggested that
a password be applied to the video server so that only the administrator can configure the video server.
For more information, please refer to Configuration on page 25.

Language: Click this button to choose a language for the user interface. Language options are available
in: English, Deutsch, Espafiol, Frangais, Italiano, HZ<sE, Portugués, f§{fx# 37, and S£BEh 7.

Live Video Window
MPEG-4 Protocol and Media Options

Video Title Vided|(UDP-AV) 2011119 14:46:09 Time
Title and Time l Video 14:46:09 2011/01/19 g

1} : Video and Audio Control Buttons

Video Title: The video title can be configured. For more information, please refer to Video settings on
page 56.

MPEG-4 Protocol and Media Options: The transmission protocol and media options for MPEG-4 video
streaming. For further configuration, please refer to Client settings on page 22.

Time: Display the current time. For further configuration, please refer to Video settings on page 56.



Title and Time: The video title and time can be stamped on the streaming video. For further configuration,
please refer to Video settings on page 56.

Video and Audio Control Buttons: Depending on the video server model and video server configuration,
some buttons may not be available.

3 Snapshot: Click this button to capture and save still images. The captured images will be displayed
in a pop-up window. Right-click the image and choose Save Picture As to save it in JPEG (*.jpg) or BMP
(*.bmp) format.

b Digital Zoom: Click and uncheck “Disable digital zoom” to enable the zoom operation. The navigation
screen indicates the part of the image being magnified. To control the zoom level, drag the slider bar. To
move to a different area you want to magnify, drag the navigation screen.

Disable digital zoom

Zoom Factor:

100% 400%

IE Pause: Pause the transmission of the streaming media. The button becomes the | *  Resume button
after clicking the Pause button.

®  Stop: Stop the transmission of the streaming media. Click the | ® | Resume button to continue
transmission.

| e Start MP4 Recording: Click this button to record video clips in MP4 file format to your computer.

Press the |E| Stop MP4 Recording button to end recording. When you exit the web browser, video
recording stops accordingly. To specify the storage destination and file name, please refer to MP4 saving
options on page 23 for details.

@ Volume: When the '.0 Mute function is not activated, move the slider bar to adjust the volume on the
local computer.

') Mute: Turn off the volume on the local computer. The button becomes the A Audio On button after
clicking the Mute button.

¥ | Talk: Click this button to talk to people around the video server. Audio will project from the external
speaker connected to the video server. Click this button El again to end talking transmission.

"4.

@ Mic Volume: When the | ¥ Mute function is not activated, move the slider bar to adjust the
microphone volume on the local computer.

Broadcast: Click this button to broadcast to all channels.

¥ | Mute: Turn off the @ Mic volume on the local computer. The button becomes the I_Jﬂ Mic On button
after clicking the Mute button.

&~ Full Screen: Click this button to switch to full screen mode. Press the “Esc” key to switch back to normal
mode.

Go to: The drop-down menu enables you to locate and move to a preset location instantly on the viewing
window.



Client settings

This chapter explains how to select the stream transmission mode and saving options on the
local computer. When completed with the settings on this page, click Save on the page bottom
to enable the settings.

H.264 /| MPEG-4 media options
H.264/MPEG-4 media options
@ Video and audio
Video only

Audio only

Select to stream video or audio data or both. This is enabled only when the video mode is set to H.264 or
MPEG-4.

H.264 /| MPEG-4 protocol options
H.264/MPEG4 protocol options
UDP unicast
UDP multicast
@ TCP

HTTP

Depending on your network environment, there are four transmission modes of H.264 or MPEG-4
streaming:

UDP unicast: This protocol allows for more real-time audio and video streams. However, network
packets may be lost due to network burst traffic and images may be broken. Activate UDP connection
when occasions require time-sensitive responses and the video quality is less important. Note that each
unicast client connecting to the server takes up additional bandwidth and the video server allows up to
ten simultaneous accesses.

UDP_multicast: This protocol allows multicast-enabled routers to forward network packets to all clients
requesting streaming media. This helps to reduce the network transmission load of the video server
while serving multiple clients at the same time. Note that to utilize this feature, the video server must be
configured to enable multicast streaming at the same time. For more information, please refer to RTSP
Streaming on page 48.

TCP: This protocol guarantees the complete delivery of streaming data and thus provides better video
quality. The downside of this protocol is that its real-time effect is not as good as that of the UDP protocol.

HTTP: This protocol allows the same quality as TCP protocol without needing to open specific ports for
streaming under some network environments. Users inside a firewall can utilize this protocol to allow
streaming data through.



MP4 saving options

MP4 saving options

Folder: CRecord
| Browse... |

File name prefi. CLIP

| Add date and time suffix to file name
Users can record live video as they are watching it by clicking W Start MP4 Recording on the main
page. Here, you can specify the storage destination and file name.
Folder: Specify a storage destination for the recorded video files.

File name prefix: Enter the text that will be appended to the front of the video file name.

Add date and time suffix to the file name: Select this option to append the date and time to the end of the
file name.

( A

CLIP_20110114-180853

t 4

File name prefix Date and time suffix
The formatis: YYYYMMDD_HHMMSS

Quadview settings

Silgc which stream 19 b uSad m Dpad Vies Wode

Channad AT

L 1 ) 4

Here is where you configure which video streams will be displayed in the Quad View window.
The default is the stream 2 with a lower resolution.

Local Streaming Buffer Time

Local Streaming Buffer Time

0 Millisecond

Due to the unsteady bandwidth flow, the live streaming may lag and not be very smoothly. If you enable
this option, the live streaming will be stored on the camera’s buffer area for a few seconds before playing
on the live viewing window. This will help you see the streaming more smoothly. If you enter 3000
Millisecond, the streaming will delay 3 seconds.



Joystick settings

Joystick settings

Selected joystick: CH PRODUCTS IP DESKTOP CONTROLLER E|
Calibrate ” Coanfigure buttons

Calibrate: Make sure a joystick is already attached to your COM port or USB port on your client
computer. Click on the Calibrate button and the Windows Game Controller function will be started.
If properly connected, your operating system should have already detected the joystick. Follow the
onscreen instructions to calibrate your joystick.

Game Controllers walr | "‘ ZIXJ
. ; = Settings | Test
2 These settings help you configure the game controllers installed on
-@--h Yyour compuker, Test the game controller, IF the controller is not Functioning properly, it
may need to be calibrated, To calibrate it, go to the Settings page.
Installed game controllers gocs
Controller Skatus
| ’ .
¥ s Y Axis Slhid.. ZRo..
Buttons Paint of Wiew Hat
Add. .. Remove Properties 9 @ 0 @
Advanced... Troubleshook. ..
Ok,
Ok Cancel

Configure buttons: You can define individual joystick buttons using this function. Click to open a
configuration window and assign functions to joystick buttons using the following steps: 1. Select a
button uing the pull-down menu. 2. Select an Action to be toggled by the button. 3. Click on the Assign
button, and then repeat the process to define other buttons.

»>Joystick settings >Joystick settings
Actions: Toogle play/paug - Actions: : Full screen
0 [ 2 @)
Button: Buttan: p streaming
Snapshot
Full screen
Buttor g Assigned actions Button ns
1 4 Toogle play/pause 1 E:tnrol =(Fe
2 |3 Snapshot 2 | stop
3 ? 3 |Zoomin
Zoom out
4 |8 4 | Digital output on/off 1
5 ?m 5 | Digital output onfoff 2
Digital output on/off 3
6 |11 6 | Digital output onfoff 4
7 a2 | 7 | Preset1
Preset 2
8 8 | preseta
g g Preset4
Presets
10 10 | presets -
1 1
12 12




Configuration

Click Configuration on the main page to enter the camera setting pages. Note that only
Administrators can access the configuration page.

VIVOTEK offers an easy-to-use user interface that helps you set up your video server with
minimal effort. To simplify the setting procedure, two types of user interfaces are available:
Advanced Mode for professional users and Basic Mode for entry-level users. Some advanced
functions (HTTPS/ SNMP/ Access list/ Homepage layout/ Application/ System log/ View
parameters) are not displayed in Basic Mode.

If you want to set up advanced functions, please click [Advanced mode] on the bottom of the
configuration list to quickly switch to Advanced Mode.

In order to simplify the user interface, the detailed information will be hidden unless you click on
the function item. When you click on the first sub-item, the detailed information for the first sub-
item will be displayed; when you click on the second sub-item, the detailed information for the
second sub-item will be displayed and that of the first sub-item will be hidden.

The following is the interface of the Basic mode and the Advanced mode:

Basic mode
%"“v"‘!@'rﬁg Configuration
>System
Home System
[ Hostname: Video Server

[]Turn off the LED indicator

Security

Configuration List

MNetwork System time

Express link @ Keep current date and time
DDNS () Synchronize with computer time
) Manual
Digital /O . _
- () Automatic
Audio and video
Motion detection
Camera tampering detection
Camera control
Maintenance
[ Advanced mode ] Click to switch to Advanced Mode

Wersion: 0100h Firmware Version




Advanced mode

Y viverzx
>System

Syubamrmi
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Configuration List
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wal nage

eww EEtarnatery
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| Bamaz mrods | lick to switch to Basic Mode

R Firmware Version

Each function on the configuration list will be explained in the following sections. Those functions that are

displayed only in Advanced Mode are marked with | Advanced mode|. If you want to set up advanced
functions, please click [Advanced Mode] at the bottom of the configuration list to quickly switch over.

System

This section explains how to configure the basic settings for the video server, such as the host
name and system time. It is composed of the following three columns: System, System Time
and DI and DO. When finished with the settings on this page, click Save at the bottom of the
page to enable the settings.

SyStem System
Haost name: Video Server

[]Turn offthe LED indicator

Host name: Enter a desired name for the video server. The text will be displayed at the top of the main
page.

Turn off the LED indicators: If you do not want to let others know that the video server is in operation, you
can select this option to turn off the LED indicators.




System time
System time

Time zone:  GMT+08:00 Beiiing. Chongaing, Hona Kona, Kuala Lumpur, Singapore, Taipei [+

Mote: You can upload your Daylight Saving Time rules on Maintenance page or use the camera
defaultvalue.

@ Keep current date and time
Synchronize with computer time
Manual

Automatic

Keep current date and time: Select this option to preserve the current date and time of the Video server.
The video server’s internal real-time clock maintains the date and time even when the power of the
system is turned off.

Sync with computer time: Select this option to synchronize the date and time of the video server with the
local computer. The read-only date and time of the PC is displayed as updated.

Manual: The administrator can enter the date and time manually. Note that the date and time format are
[yyyy/mm/dd] and [hh:mm:ss].

Automatic: The Network Time Protocol is a protocol which synchronizes computer clocks by periodically
querying an NTP Server.

NTP server: Assign the IP address or domain name of the time-server. Leaving the text box blank
connects the video server to the default time servers.

Update interval: Select to update the time using the NTP server on an hourly, daily, weekly, or monthly
basis.

Time zone |Advanced Mode|: select the appropriate time zone from the list. If you want to upload
Daylight Savings Time rules on the Maintenance page, please refer to Upload / Export daylight saving
time configuration file on page 102 for details.




Security

This section explains how to enable password protection and create multiple accounts.

Root password

Root password

MNote: Leaving the root pagsword field empty means the camera will not be protected by
password.

Root password: sesssssnsnee

Confirm root password: sssssssassss | Save |

The administrator account name is “root”, which is permanent and can not be deleted. If you want to add

more accounts in the Manage User column, please apply the password for the “root” account first.

1. Type the password identically in both text boxes, then click Save to enable password protection.

2. A window will be prompted for authentication; type the correct user’'s name and password in their
respective fields to access the video server.

Manage privilege |Advanced Mode |

Manage privilege

Operator Viewer
Digital output: v
PTZ control: v v

Allow anonymous viewing | Save |

Digital Output & PTZ control: You can modify the manage privilege of operators or viewers. Check or
uncheck the item, then click Save to enable the settings. If you give Viewers the privilege, Operators will
also have the ability to control the video server through the main page. (Please refer to Main Page on
page 19.)

Allow anonymous viewing: If you check this item, any client can access the live stream without entering a
User ID and Password.

Manage user Manage user
Existing user name: —Add new user— [=]
Username:
User password:
Confirm user password: Add

Privilege: Administrator -

Operator
Viewer

Administrators can add up to 20 user accounts.
1. Input the new user’s name and password.
2. Select the privilege level for the new user account. Click Add to enable the setting.

Access rights are sorted by user privilege (Administrator, Operator, and Viewer). Only administrators can
access the Configuration page. Though operators cannot access the Configuration page, they can use
the URL Commands to get and set the value of parameters. For more information, please refer to URL
Commands of the video server on page 105. Viewers access only the main page for live viewing.

Here you also can change a user’s access rights or delete user accounts.
1. Select an existing account to modify.
2. Make necessary changes and click Update or Delete to enable the setting.



HTTPS (Hypertext Transfer Protocol over SSL) |Advanced Mode]

This section explains how to enable authentication and encrypted communication over SSL
(Secure Socket Layer). It helps protect streaming data transmission over the Internet on higher
security level.

Enable HTTPS
Check this item to enable HTTPS communication, then select a connection option: "HTTP & HTTPS"
or "HTTPS only". Note that you have to create and install a certificate first in the second column before

clicking the Save button.
Enable HTTPS

*To enable HTTPS, you have to create and install certificate first.

Enable HTTPS secure connection:

@ HTTP &HTTPS () HTTPS only

Save

Create and install certificate method

@ Create self-signed cerificate automatically
1 Create self-signed cedificate manually:

1 Create cerificate request and install:

Create and install certificate method

Before using HTTPS for communication with the video server, a Certificate must be created first. There
are three ways to create and install a certificate:

Create self-signed certificate automatically
1. Select this option.
2. In the first column, check Enable HTTPS secure connection, then select a connection option: “HTTP

& HTTPS” or “HTTPS only”.
3. Click Save to generate a certificate.

Enable HTTPS

*To enable HTTPS, you have to create and install cerificate first.

Enable HTTPS secure connection:
@ HTTP &HTTPS () HTTPS only

Create and install certificate method

@ Create self-sigry Please wait while the certificate is being
generated...

' Create cerificat

Certificate information

Status: Mot installed



4. The Certificate Information will automatically de displayed in the third column as shown below. You can
click Property to view detailed information about the certificate.

Certificate information

Status: Active

Country: W

State or province: Asia

Locality: Asia
Qrganization: Wivotek.Inc
Crganization Unit: WivotekInc
Commaon name: www . vivotek.com

5. Click Home to return to the main page. Change the address from “http://” to “https://“ in the address
bar and press Enter on your keyboard. Some Security Alert dialogs will pop up. Click OK or Yes to
enable HTTPS.

https://

2l Network Camera - Microsoft Internet Explorer

File  Edit

ew  Favorites  Tools  Help

eBack M \_)' \ﬂ @ _h /I__\J Search “F;‘\'( Favorikes 6‘} [_'\:v L__;_ '3

Address |@ https://|| 92.168.5.151/index.html

%_MTEH Video Server

Viden strieam
Chi:Sirearm 1 -

. Security Alert

= | Zoom > rfo “Y'ou are about o view pages over a secure connechion.
e | il . ) .
=N | nCus i Ay information you exchange with thiz site cannot be

| fan J. T |. P ekl viewed by anyone elze on the ‘Web.

Pangpaad 0 =

[ I the future, da nat shaow tiz warring
Tl spond 0 =

Zoomspeed 0 -
= Manual Leggor

[ Ok ] [ More Info

& [heplal oustiput

Security Alert
rir‘"l Infarmation you exchange with this site cannat be viewed or Security Information ﬁl
?. changed by others. Howewer, there iz a problerm with the site's ==

security certificate. = . .
Y ri‘ii Thiz page containg both secure and nonzecure

; o ) ‘P‘- items.
& The security certificate wasz izsued by a company you have i
not chozen ta trust, Wiew the certificate to determine whether

e ! Do pou want to dizplay the nonsecure items?
you want to trust the certifying authaority. ¥ piay

The security certificate date iz valid,
@ I e H Mo ] [ Mare Info

& The name on the security certificate iz invalid or doesz not
match the name of the site

Do you veant bo proceed?

es ] I Mo l [View Certificate




VIVOTEK

Create self-signed certificate manually

1. Select this option.
2. Click Create to open the Create Certificate page, then click Save to generate the certificate.

— Create and install certificate method

() Create self-signed certificate automatically

Self-signed cerificate;

() Create certificate request and install:

— Create Certificate

Country:

State or province: |ﬁ«5ia ‘
Locality Asia |
Crganization: |V'rvoteklnc |
Organization Unit: |V'rvotek|nc |
Commaon name: |www.v1votekcorn |

Validity: 3650 days

Flease wait while the cerificate is heing
generated...

3. The Certificate Information will automatically be displayed in the third column as shown below. You
can click Property to see detailed information about the certificate.

— Certificate information
Status: | Active =
Country: W
State or province: Asia
Locality: Asia
Qrganization: Vivotek.Inc
Qrganization Unit: Vivotek.Inc
Commaon name: www.vivotek.com
[ Froperty H Remaove l

Create certificate and install : Select this option if you want to create a certificate from a certificate
authority.

1. Select this option.
2. Click Create to open the Create Certificate page, then click Save to generate the certificate.

— Create and install certificate method

() Create self-signed certificate autcmatically
() Create self-signed certificate manually:
@ Create cerificate request and ins:all:

Certificate request:

Select certificate file: | || Browse.. || Upload |

User's Manual - 31




VIVOTEK

— Create Certificate

Country:

State or province: |ﬁu;ia |
Locality Asia |
Crganization: |Vi\roteklnc ‘
Organization Unit Vivatekine |
Common name: |mm.w'vot&kcom ‘

Validity: da!s

Flease wait while the certificate is being
generated...

3. If you see the following Information bar, click OK and click on the Information bar at the top of the page
to allow pop-ups.

DT . Micyusadi | | bmplnru

Q- O W@ P drroos @ (3 2= B
mm_r_ilwmw.tn-s.ﬁlw
T Pt bkl T st 133 s e cebionand plionn cheb b,

Infarmalion Bar

[T 00 it shews i stz sings g,
Lt e frdemaion B

4. The pop-up window shows an example of a certificate request.
—— Create Certificate Request Completed

Copy the PEM format request below and send it to a CA for identify wvalidation. After that, yvou have to
install it by clicking the "Upload" hutton on HTTPS page.

— Certificate Request (PEM format)

MIIEuDCCASECADESMOswCOQYDVOOGEwI W eERMASGALIUECEMIUHI v luY2 UxEJAQ
BgNVEAcTCUNpdHkgTwF £ ETEANEgGLIUTEChMETS InTWSpemFO0aMSuIEShbTTxE ] AQ
BogNVEBA=TCVVUaXQgTF £t ZTETMEEGLLIUE AxMESVAGQWRkewV 2 2CBn= ANBykaghkiG
SWOBAQEFALOB QAW YRCYYEAUOT?SEYSZ gsSyPFMx E7wHAQlobhPescsELUx9DFuE
OMRheukFaXF DM+ k+KSoEPEPa ) 7 ?vhH+2dUHS 2 7EFSLGE 7RO 3oy ML hSwRZW
mCD+ S A1 JEE64dT/ wiHn P W 55G6FaxgMvbh ALex T+he IeDCWYnRgh/ £pFN ] +BxvVol
UreCAVEARa L AMAOGCSgGEIb3DOEEEQUALAGGEALVasWOALfe £ USAyFgTHOYO 1D,/ 20
FOTkonDO0QG15ed4fc I3 RODITwIIN g3 K8 esA38GAd3 pMEle gL YobrcadgqdC UgGil
S0bLGlsubWsEr38PngabwiToTpGigqlevUPJZL AVIdL 3 neSur TOABXOScCHOQGL H+
PEOdw4 0J TR ICSOhV
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5. Look for a trusted certificate authority that issues digital certificates. Enroll the video server. Wait for
the certificate authority to issue a SSL certificate; click Browse... to search for the issued certificate,
then click Upload in the second column.

Create and install certificate method

Create self-signed cerificate automatically
Create self-signed cerificate manually:
@ Create certificate request and install:

Certificate request:

Select certificate file: ([ Browse... |
Certificate information
Status: Waiting for cerificated
| Remove |

% NOTE:

» How do | cancel the HTTPS settings?
1. Uncheck Enable HTTPS secure connection in the first column and click Save, a warning dialog
will pop up.
2. Click OK fo disable HTTPS.
Enable HTTPS

*To enahble HTTFS, you have to create and install certificate first.

[] Enable HTTPS secure connection:

Microsoft Internet Explorer,

:!/ This will skop the HTTPS service, do vou really want ta stop it?
Create and install certificate method

I Ok ] [ Cancel

Create selfsigned cedificate automatically

F T e Lt P L Tt 1 L]

3. The webpage will redirect to a non-HTTPS page automatically.

» If you want to create and install other certificates, please remove the existing one. To remove the
signed certificate, uncheck Enable HTTPS secure connection in the first column and click Save.

Then click Remove fo erase the certificate.
Certificate information

Status: Active

Country: ™

State or province: Asia

Localty. Microsoft Internet Explorer

Crganization:

Crganization Unit: :!/‘ Are you sure you want to delete the certificate?

Commaon name:

| Property || Remove [ K ][ Cancel




SNMP (Simple Network Management Protocol) [Advanced Mode]

This section explains how to use the SNMP on the video server. The Simple Network
Management Protocol is an application layer protocol that facilitates the exchange of
management information between network devices. It helps network administrators to remotely
manage network devices and find, solve network problems with ease.

m The SNMP consists of the following three key components:

1. Manager: Network-management station (NMS), a server which executes applications that monitor and
control managed devices.

2. Agent: A network-management software module on a managed device which transfers the status of
managed devices to the NMS.

3. Managed device: A network node on a managed network. For example: routers, switches, bridges,
hubs, computer hosts, printers, IP telephones, video servers, web server, and database.

Before configuring SNMP settings on the this page, please enable your NMS first.

SNMP Configuration

Enable SNMPv1, SNMPv2c

Select this option and enter the names of Read/Write community and Read Only community according to
your NMS settings.
[V]: Enable SNMPv1, SNPv2C

SNMPv1, SNMPv2c Settings

Read\Write community: Private

Read only community: Public
Enable SNMPv3

This option contains cryptographic security, a higher security level, which allows you to set the
Authentication password and the Encryption password.

m Security name: According to your NMS settings, choose Read/Write or Read Only and enter the
community name.

m Authentication type: Select MD5 or SHA as the authentication method.
m Authentication password: Enter the password for authenrication (at least 8 characters).

m Encryption password: Enter a password for ecryption (at least 8 characters).
7| Enable SNMPv3
SHMPv3 Settings
ReadMrite security name; Private
Authentication type: MD5 [=]
Authentication password:
Encryption password:
Read only security name;  Public
Authentication type: MD5 [=]
Authentication password:

Encryption password:



Network

This section explains how to configure a wired network connection for the video server.

Network type
Network type
@ LAN:
@ (Get|P address automatically
Use fixed IP address:
/| Enable LUPnP presentation
Enable UPNP port forwarding
PPPOE:
Enable IPvE

(save]
LAN
Select this option when the video server is deployed on a local area network (LAN) and is intended to be
accessed by local computers. The default setting for the Network Type is LAN. Rememer to click Save
when you complete the Network setting.

Get IP _address automatically: Select this option to obtain an available dynamic IP address assigned by
the DHCP server each time the camera is connected to the LAN.

Use fixed IP address: Select this option to manually assign a static IP address to the video server.

Network type
@ LAM:
Get IP address automatically

@ Use fixed IP address:

IP address: 172.16.2.110
Subnet mask: 255.255.0.0
Default router: 172.16.01
Primary DMS: 182.168.0.10
Secandary DNS: 192.168.0.20
Primary WINS server: 192.168.0.10
Secondary WINS server: 182.168.0.20

7| Enable UPnP presentation
Enable UPNP port forwarding

PPPoE:

Enable IPvE

[ save |

1. You can make use of VIVOTEK Installation Wizard 2 on the software CD to easily set up the Network
Camera on LAN. Please refer to Software Installation on page 12 for details.
2. Enter the Static IP, Subnet mask, Default router, and Primary DNS provided by your ISP.

Subnet mask: This is used to determine if the destination is in the same subnet. The default value is
“255.255.255.0".

Default router: This is the gateway used to forward frames to destinations in a different subnet. Invalid
router setting will fail the transmission to destinations in different subnet.



Primary DNS: The primary domain name server that translates hostnames into IP addresses.

Secondary DNS: Secondary domain name server that backups the Primary DNS.

Primary WINS server: The primary WINS server that maintains the database of computer name and IP
address.

Secondary WINS server: The secondary WINS server that maintains the database of computer name
and IP address.

Enable UPnP presentation: Select this option to enable UPnP™ presentation for your video server so that
whenever a video server is presented to the LAN, shortcuts of connected video servers will be listed in
My Network Places. You can click the shortcut to link to the web browser. Currently, UPnP™ is supported
by Windows XP or later. Note that to utilize this feature, please make sure the UPnP™ component is
installed on your computer.
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Enable UPnP port forwarding: To access the video server from the Internet, select this option to allow the
video server to open ports on the router automatically so that video streams can be sent out from a LAN.
To utilize of this feature, make sure that your router supports UPnP™ and it is activated.

PPPoE (Point-to-point over Ethernet)
Select this option to configure your video server to make it accessible from anywhere as long as there is
an Internet connection. Note that to utilize this feature, it requires an account provided by your ISP.

Follow the steps below to acquire your video server’s public IP address.

1. Set up the video server on the LAN.

2. Go to Home > Configuration > Application > Server Settings (please refer to Server settings on page
85) to add a new email or FTP server.

3. Go to Configuration > Application > Media Settings (please refer to Media Settings on page 88). Select
System log so that you will receive the system log in TXT file format which contains the Network
Camera’s public IP address in your email or on the FTP server.

4. Go to Configuration > Network > Network Type. Select PPPoE and enter the user name and password
provided by your ISP. Click Save to enable the setting.

Network type
LAN:
@ PPPoE:
User name:
Password:
Confirm password:

Enable IPvE

5. The video server will reboot.
6. Disconnect the power to the video server; remove it from the LAN environment.



_@ NOTE:

» If the default ports are already used by other devices connected to the same router, the video serven
will select other ports for the video server.

» If UPnP™ is not supported by your router, you will see the following message:
Error: Router does not support UPnP port forwarding.

» Steps to enable the UPnP™ user interface on your computer:
Note that you must log on to the computer as a system administrator to install the UPnP™
components.

1. Go to Start, click Control Panel, then click Add or Remove Programs.
i
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3. In the Windows Components Wizard dialog box, select [ e |

Networking Services and click Details. S —— =7
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4. In the Networking Services dialog box, select Universal Plug and Play and click OK.

To add or remove a component, click the check box. & shaded box means that only park
of the component will be inztalled. To zee what's included in a component, click Details.

Subcomponents of Networking Services:

LS RIP Listener 0.0 MB
Simple TCPAP Services 0.0 ME
Universal Plug and Play 0.2 mMe

Description:  Listens for route updates sent by routers that use the R outing Information
Protocol version 1 [RIP1].

Total disk space required: 0.0ME
Space available on disk: 121254 MB

[ OF. ][ Cancel ]

5. Click Next in the following window.

Winidwas Compomenls Wizard 7'

[T S e
oas 0 B o e Semtanants of Wirdosws K

T sl o0 oo & componerd, cliek the checkbos & dhaded bow weana fhal orky
ot o i componend sl b msislled  To nee whats ncluded i & componert, chich
(¥

Conrgmanans
Bl Meerraoe Jusung nnME A
o ¥ MEH £ eyl 135 MB

Tu) Crieer Mestwicicl: il i Pl Sericéa QoMo
i [l bt Pt it nnsn ¥

[eerepier  Condoms & wanety of spocisined. nstwodk-misied senaces and peotocnl

T ctal ik space ecpmnd QM [ ietan |
S el i el 10154 MR s

| <Beek I tigd .|: Cancal

6. Click Finish. UPnP™ s enabled.

» How does UPnP™ work?

UPnP™ networking technology provides automatic IP configuration and dynamic discovery of devices
added fto a network. Services and capabilities offered by networked devices, such as printing and file
sharing, are available among each other without the need for cumbersome network configuration. In
the case of video servers, you will see video server shortcuts under My Network Places.

» Enabling UPnP port forwarding allows the video server to open a secondary HTTP port on the router-
not HTTP port-meaning that you have to add the secondary HTTP port number to the video server’s
public address in order to access the video server from the Internet. For example, when the HTTP
port is set to 80 and the secondary HTTP port is set to 8080, refer to the list below for the video
server’s IP address.

From the Internet In LAN

http://203.67.124.123:8080 http://192.168.4.160 or
http://192.168.4.160:8080

» If the PPPOE settings are incorrectly configured or the Internet access is not working, restore the
video server to factory default; please refer to Restore on page 101 for details. After the video server
is reset to factory default, it will be accessible on the LAN.




Enable IPv6

Select this option and click Save to enable IPv6 settings.
Please note that this only works if your network environment and hardware equipment support IPv6. The
browser should be Microsoft® Internet Explorer 6.5, Mozilla Firefox 3.0 or above.

Network type
@ LAN:
@ Get P address automatically
Use fixed IP address:
/| Enable UPnP presentation
Enable UPnP port forwarding
PPPoE:
J/| Enable IPvé

| IPvGinformation |

Manually setup the IP address

[ save |

When IPv6 is enabled, by default, the video server will listen to router advertisements and be assigned
with a link-local IPv6 address accordingly.

IPv6 Information: Click this button to obtain the IPv6 information as shown below.

IPv& NET Information

[eth0 address]
| IPv6 address list of host |

[Gateway]

| IPvE address list of gateway |
[DNS]

| IPv6 address list of DNS |

If your IPv6 settings are successful, the IPv6 address list will be listed in the pop-up window. The IPv6
address will be displayed as follows:

Refers to Ethernet

[eth) address]
2001 008 2500:000 0202 :d1 04 -B5 0 A8 @ Slobal Link-global IPv6 address/network mask
FeR0-D000 0000000002 AL HF-field 544 @inle Link-local IPv6 address/network mask

[Gateway]

fed0 211 A8 a2 122k
[DNZ]
201005078



Please follow the steps below to link to an IPv6 address:

1. Open your web browser.

2. Enter the link-global or link-local IPv6 address in the address bar of your web browser.
3. The format should be:

http://[2001:0c08:2500:0002:0202:d 1ff:fe04:6 5f4]/

b

IPvé address

4. Press Enter on the keyboard or click Refresh button to refresh the webpage.
For example:

‘2 Network Camera - Microsoft Internet Explorer

File Edit ‘iew Favorites Tools Help

@Back - & x E ‘sl - Search [ Favorites {3” O~ ,'_ = ‘;j

Address El: http://[2001:0c08:2500:0002:0202:d1ff:fe04:654]/

NOTE:

#» If you have a Secondary HTTP port (the default value is 8080), you can also link to the webpage in
the following address format: ( Please refer to HTTP on page 46 for detailed information.)

http://[2001:0c08:2500:0002:0202:d 1ff:fe04:6 5f4]/

1 1

IPvé address

» If you choose PPPoE as the Network Type, the [PPPO address] will be displayed in the IPv6
information column as shown below. [eth( address]
FB0-0000:0000.0000-0202:A1 £l 12209454 @Link

[pppl address]
B CH0000:0000:0000:0202:d 1 :£21 1:2209 0@Link

2001 b1 0000 00002 02021 2] 1222084 @Global

[Gateway]
{8020 1204 142 8eed

[DNS]
201 W01

Manually setup the IP address: Select this option to manually set up IPv6 settings if your network
environment does not have DHCPV6 server and router advertisements-enabled routers.

If you check this item, the following blanks will be displayed for you to enter the corresponding
nformation:

¥| Enable IPvG

| IPvG information |

V| Manually setup the IP address
Optional IP address / Prefix length I 64
Optional default router

Optional primary DNS




IEEE 802.1x | Advanced Mode |

Enable this function if your network environment uses IEEE 802.1x, which is a port-based network
access control. The network devices, intermediary switch/access point/hub, and RADIUS server must
support and enable 802.1x settings.

The 802.1x standard is designed to enhance the security of local area networks, which provides
authentication to network devices (clients) attached to a network port (wired or wireless). If all certificates
between client and server are verified, a point-to-point connection will be enabled; if authentication fails,
access on that port will be prohibited. 802.1x utilizes an existing protocol, the Extensible Authentication
Protocol (EAP), to facilitate communication.

m The components of a protected network with 802.1x authentication:

Supplicant Authenticator Authentication Server
(Video Server) (Network Switch) (RADIUS Server)

1. Supplicant: A client end user (video server), which requests authentication.
2. Authenticator (an access point or a switch): A “go between” which restricts unauthorized end users

from communicating with the authentication server.
3. Authentication server (usually a RADIUS server): Checks the client certificate and decides whether to

accept the end user’s access request.

m VIVOTEK video servers support two types of EAP methods to perform authentication: EAP-PEAP and
EAP-TLS.

Please follow the steps below to enable 802.1x settings:

1. Before connecting the video server to the protected network with 802.1x, please apply a digital
certificate from a Certificate Authority (ie. MIS of your company) which can be validated by a RADIUS
server.

2. Connect the video server to a PC or notebook outside of the protected LAN. Open the configuration
page of the video server as shown below. Select EAP-PEAP or EAP-TLS as the EAP method. In the
following blanks, enter your ID and password issued by the CA, then upload related certificate(s).

IEEE 802.1x

J| Enable IEEE 802.1%
EAP method: EAP-PEAP ~
[dentity:

Passwoard:

CA certificate: | Browse... || Upload

Status: nafile



|IEEE 802.1x
| Enable IEEE 802.1x

EAP method: EAP-TLS -
[dentity:

Private key password:

CA certificate: | Browse... || Upload |

Status: nofile

Client cerificate; [ Browse... ][ Upload ]

Status: nofile

Client private key: [ Browse... ][ Upload ]

Status: nofile

3. When all settings are complete, move the video server to the protected LAN by connecting it to an
802.1x enabled switch. The devices will then start the authentication automatically.

ﬁ NOTE:

» The authentication process for 802. 1x:

1. The Certificate Authority (CA) provides the required signed certificates to the video server (the
supplicant) and the RADIUS Server (the authentication server).

2. A video server requests access to the protected LAN using 802.1X via a switch (the authenticator).
The client offers its identity and client certificate, which is then forwarded by the switch to the RADIUS

Server, which uses an algorithm to authenticate the video server and returns an acceptance or
rejection back to the switch.

3. The switch also forwards the RADIUS Server’s certificate to the video server.

4. Assuming all certificates are validated, the switch then changes the video server’s state to authorized
and is allowed access to the protected network via a pre-configured port.

Certificate Authority

o - 0

Certificate Certificate

<%~ o L |

VIVOTEK Network Switch RADIUS Server
Video Server

Protected LAN




QoS (Quality of Service) |Advanced Mode |

Quality of Service refers to a resource reservation control mechanism, which guarantees a certain quality
to different services on the network. Quality of service guarantees are important if the network capacity
is insufficient, especially for real-time streaming multimedia applications. Quality can be defined as, for
instance, a maintained level of bit rate, low latency, no packet dropping, etc.

The following are the main benefits of a QoS-aware network:

m The ability to prioritize traffic and guarantee a certain level of performance to the data flow.

m The ability to control the amount of bandwidth each application may use, and thus provide higher
reliability and stability on the network.

Requirements for QoS

To utilize QoS in a network environment, the following requirements must be met:
m All network switches and routers in the network must include support for QoS.
m The network video devices used in the network must be QoS-enabled.

QoS models

IEEE802.1p defines a QoS model at OSI Layer 2 (Data Link Layer), which is called CoS, Class of
Service. It adds a 3-bit value to the VLAN MAC header, which indicates prioritization from 0~7 (Eight
different classes of service are available). The priority is set up on the network switches, which then use
different queuing disciplines to forward the packets.

Below is the setting column for CoS. Enter the VLAN ID of your switch (0~4095) and choose the priority
for each application (0~7).

CoS

/| Enable Co3
WLAM 1D 1
Live video: o -
Live audio: o -
EventiAlarm: 0 -
Management: 0 -

If you assign Video the highest level, the switch will handle video packets first.

% NOTE:

» The web browsing may fail if the CoS setting is incorrect.

» Class of Service technologies do not guarantee a level of service in terms of bandwidth and delivery
time; they offer a "best-effort." Users can think of CoS as "coarsely-grained” traffic control and QoS
as "finely-grained” traffic control.

» Although CoS is simple to manage, it lacks scalability and does not offer end-to-end quarantees
since it is based on L2 protocol.




DSCP-ECN defines QoS at Layer 3 (Network Layer). The Differentiated Services (DiffServ) model is
based on packet marking and router queuing disciplines. The marking is done by adding a field to the
IP header, called the DSCP (Differentiated Services Codepoint). This is a 6-bit field that provides 64
different class IDs. It gives an indication of how a given packet is to be forwarded, known as the Per Hop
Behavior (PHB). The PHB describes a particular service level in terms of bandwidth, queueing theory,
and dropping (discarding the packet) decisions. Routers at each network node classify packets according
to their DSCP value and give them a particular forwarding treatment; for example, how much bandwidth

to reserve for it.

Below are the setting options of DSCP (DiffServ Codepoint). Specify the DSCP value for each application
(0~63).
QoS/DSCP

/| Enable Qo3/DSCP

Live video: U
Live audio: U
Event/Alarm: U
Management: 0

| Save |



HTTP | Advanced Mode |

To utilize HTTP authentication, make sure that your have set a password for the video server first; please
refer to Security on page 28 for details.

HTTP
Authentication: pasic -
HTTF port: 20
Secaondary HTTP port: 8080

Access Name

Channel 1: video.mjpa Channel 5: video5.mjpg
Channel 2 video2.mjpag Channel &: videoB.mjpg
Channel 3: video3.mjpa Channel 7: videa7.mjpg
Channel 4 videod.mjpa Channel 8: video8.mjpg

Authentication: Depending on your network security requirements, the video server provides two types of
security settings for an HTTP transaction: basic and digest.

If basic authentication is selected, the password is sent in plain text format and there can be potential
risks of being intercepted. If digest authentication is selected, user credentials are encrypted using MD5
algorithm and thus provide better protection against unauthorized accesses.

HTTP port / Secondary HTTP port: By default, the HTTP port is set to 80 and the secondary HTTP port is
set to 8080. They can also be assigned to another port number between 1025 and 65535. If the ports are
incorrectly assigned, the following warning messages will be displayed:

Microsoft Internet Explorer . Microsoft Internet Explorer,

] HTTF port must be 80 or From 1025 ko 65535 ! Secondary HTTP port must be from 1025 ko 65535
L) Y

To access the video server on the LAN, both the HTTP port and secondary HTTP port can be used to
access the video server. For example, when the HTTP port is set to 80 and the secondary HTTP port is
set to 8080, refer to the list below for the video server’s IP address.

on a LAN

http://192.168.4.160 or
http://192.168.4.160:8080

Access name for channel 1~4/8: VS8401 supports 4 channels for video live viewing, as VS8801 supports
8 channels. Each channel allows you to view only one stream. The access name is used to differentiate
the streaming source. Users can go to Configuration > Audio and video > Video settings to set up the
video quality of linked streams.

When using Mozilla Firefox or Netscape to access the video server and the video mode is set to JPEG,
users will receive video comprised of continuous JPEG images. This technology, known as “server push”,
allows the video server to feed live pictures to Mozilla Firefox and Netscape.



URL command -- http://<ip address>:<http port>/<access name for channel 1 ~ 4/8>
For example, when the Access name for stream 2 is set to video2.mjpg:

1. Launch Mozilla Firefox or Netscape.

2. Type the above URL command in the address bar. Press Enter.

3. The JPEG images will be displayed in your web browser.

©) video2.mjpg (JPEG Image, 320x240 pixels) - Mozilla Firefox =13
e

File Edit Yiew History EBookmarks Tools  Help
<ﬁ < < @ @ g | http://192.168.5.151}video2.mjpg |‘| [ﬁ‘] "| |*\]

Ll Cuskomize Links | | Free Hotmail | | Windows Media | ] ‘Windows

NOTE:

» Microsoft® Internet Explorer does not support server push technology; therefore, using htip://<ip
address>:<http port>/<access name for channel 1 ~ 4/8> will fail to access the video server.

HTTPS
HTTPS

HTTFS port: 443

By default, the HTTPS port is set to 443. It can also be assigned to another port number between 1025
and 65535.

Two way audio

Tweo way audio

Twwo wway audio port; a0aE0

By default, the two way audio port is set to 5060. Also, it can also be assigned to another port number
between 1025 and 65535.

The video server supports two way audio communication so that operators can transmit and receive
audio simultaneously. By using the video server’s built-in or external microphone and an external
speaker, you can communicate with people around the video server.



Note that as JPEG only transmits a series of JPEG images to the client, to enable the two-way audio
function, make sure the video mode is set to “MPEG-4" on the Audio and Video Settings page and the
media option is set to “Video and Audio” on the Client Settings page. Please refer to Client settings on
page 22 and Audio and video settings on page 56.

«—

T f:i'l Audio transmitted to operators

L "F o | BB

Bs| _ Lﬁﬁ@

oy

America Audio tfransmitted from operators Taiwan

Audio is being transmitted to the Network Camera
video1(TCPAY]

a2 (e e (] o AR ] o e
L

Talk Button Mute

Broadcast Mic Volume

Click 1? to enable audio transmission to the video server; click to broadcast; click to adjust the
volume of microphone; click W to turn off the audio. To stop talking, click ]i again.

FTP
FTP
FTF poart: 1
The FTP server allows the user to save recorded video clips. You can utilize VIVOTEK's Installation

Wizard 2 to upgrade the firmware via FTP server. By default, the FTP port is set to 21. It also can be
assigned to another port number between 1025 and 65535.



RTSP streaming
To utilize RTSP streaming authentication, make sure that you have set a password for the video server
first; please refer to Security on page 28 for details.

RTSP streaming

Authentication: disable -

Access Name

Channel 1: live.sdp Channel &: live5.sdp
Channel 2: live2.sdp Channel &: liveG.sdp
Channel 3: live3.sdp Channel 7: live7.sdp
Channel 4: lived.sdp Channel &: lived.sdp
RTESP port: 554
RTP port for video: 5556

RTCP port for video:
RTP port for audio: Ll

RTCP port for audio:

Authentication: Depending on your network security requirements, the video server provides three types
of security settings for streaming via RTSP protocol: disable, basic, and digest.

If basic authentication is selected, the password is sent in plain text format, but there can be potential
risks of it being intercepted. If digest authentication is selected, user credentials are encrypted using
MD5 algorithm, thus providing better protection against unauthorized access.

The availability of the RTSP streaming for the three authentication modes is listed in the following table:

Quick Time player Real Player
Disable (@) (0)
Basic (0] (0]
Digest (0] X

Access name for channel 1 ~4/8: VS8401 supports 4 channels for video live viewing, as VS8801
supports 8 channels. Each channel allows you to view only one stream. The access name is used to
differentiate the streaming source.

If you want to use an RTSP player to access the video server, you have to set the video mode to MPEG-
4 and use the following RTSP URL command to request transmission of the streaming data.

rtsp://<ip address>:<rtsp port>/<access name for stream1 ~ channel 1 ~4/8>

For example, when the access name for stream 1 is set to live.sdp:

1. Launch an RTSP player.

2. Choose File > Open URL. A URL dialog box will pop up.

Ernter o Inszmet LIRL w opan

3. Type the above URL command in the text boxX. = | ‘ispi/192.1¢85.151:554fve 50 v

4. The live video will be displayed in your player as shown :
below. Lo Ji




RTSP port /RTP port for video, audio/ RTCP port for video, audio
m RTSP (Real-Time Streaming Protocol) controls the delivery of streaming media. By default, the port
number is set to 554.

m The RTP (Real-time Transport Protocol) is used to deliver video and audio data to the clients. By
default, the RTP port for video is set to 5556 and the RTP port for audio is set to 5558.

m The RTCP (Real-time Transport Control Protocol) allows the video server to transmit the data by
monitoring the Internet traffic volume. By default, the RTCP port for video is set to 5557 and the RTCP
port for audio is set to 5559.

The ports can be changed to values between 1025 and 65535. The RTP port must be an even number
and the RTCP port is the RTP port number plus one, and thus is always an odd number. When the RTP
port changes, the RTCP port will change accordingly.

If the RTP ports are incorrectly assigned, the following warning message will be displayed:

Micresell Intermel LEplorar

iE |

Multicast settings channel 1 ~4/8: Click the items to display the detailed configuration information. Select
the Always multicast option to enable multicast for channel 1~4/8.

= multicast settings for channel 1: ~ multicast settings for channel 2:
Always multicast Always multicast

Multicast group address: 239128.1.99 Multicast group address: 2391281100
Multicast video port: 5560 Multicast video port: hA64
Multicast RTCP video port: Multicast RTCP video port:
Multicast audio port: 5562 Multicast audio port: 5566
Multicast RTCP audio port: Multicast RTCP audio port:
Multicast TTL [1~255]: 15 Multicast TTL [1~255]: 15

Unicast video transmission delivers a stream through point-to-point transmission; multicast, on the other
hand, sends a stream to the multicast group address and allows multiple clients to acquire the stream at
the same time by requesting a copy from the multicast group address. Therefore, enabling multicast can
effectively save Internet bandwith.

The ports can be changed to values between 1025 and 65535. The multicast RTP port must be an even
number and the multicast RTCP port number is the multicast RTP port number plus one, and thus is
always odd. When the multicast RTP port changes, the multicast RTCP port will change accordingly.

If the multicast RTP video ports are incorrectly assigned, the following warning message will be
displayed:

Multicast TTL [1~255]: The multicast TTL (Time To Live) is the value that tells the router the range a
packet can be forwarded.



Express link

Express link is a free service provided by VIVOTEK server, which allows users to register an
domain name for a network device. One URL can only be mapped to one Mac address. This
service will check out if the host name is valid and automatically open a port on your router.
Unlike DDNS, the user has to manually check out UPnP port forwarding, Express link is more
convenient and easy to set up.

Host name assignment

Express link | | Manual setup

Enable express link

htp: | |-2bihere.net Help

Please follow the steps below to enable Express link:

1. Make sure that your router supports UPnP port forwarding and it is activated.

2. Enter a host name for the network device and click Register. If the host name has been used by
another device, a warning message will show up. If the host name is valid, it will show an error
message.

Host name assignment

Connectto the camera at hitp:// mycamera 2bthere.net |;

HINT: This is a valid host name. Click "Enable" to assign http://mycamera.2bthere.net to this camera.

3. Click Enable to validate your setting. To access the camera, enter its express link address in a
browser’s URL field.

Host name assignment
Connect to the camera at hitp ./ Zbthere net
Disable |

You can now connecl to this camera at hitp:imycamera.Zbthere.nel.

HINT: If you click "Disable” o suspemnd Express Link, you will not be able 1o access this camera at

hitp:imycamera.2hthera.net.

-2l Network Camera - Microsoft Internet Explorer
File Edit View Favorites Tools Help

eBack - \_) |ﬂ @ _;\J @) Search \it( Favorites G} [j'\:v ; 'ﬁ
EI @ https://mycamera.2bthere.net i

%”w‘y@Egg Video Server

W W, WY 2T e, =

Video stream
Ch1:5tream 1 -

L]
C3LE



DDNS

This section explains how to configure the dynamic domain name service for the video server.
DDNS is a service that allows your video server, especially when assigned with a dynamic IP
address, to have a fixed host and domain name.

DDNS: Dynamic domain name service

DDNS: Dynamic domain name service
Enable DDNS:

Provider: Dyndns.orgiDynamic) -

Host name:
User name:

Password:

| save |
Enable DDNS: Select this option to enable the DDNS setting.

Provider: Select a DDNS provider from the provider drop-down list.

VIVOTEK offers Safe100.net, a free dynamic domain name service, to VIVOTEK customers. It is
recommended that you register Safe100.net to access VIVOTEK’s video servers from the Internet.
Additionally, we offer other DDNS providers, such as Dyndns.org(Dynamic), Dyndns.org(Custom), TZO.
com, DHS.org, CustomSafe100, dyn-interfree.it.

Note that before utilizing this function, please apply for a dynamic domain account first.

m Safe100.net

1. In the DDNS column, select Safe100.net from the drop-down list. Click | accept after reviewing the
terms of the Service Agreement.

2. In the Register column, fill in the Host name (xxxx.safe100.net), Email, Key, and Confirm Key, and
click Register. After a host name has been successfully created, a success message will be displayed
in the DDNS Registration Result column.

Register
Host name: W’I’K
Email: wik@vivotek.com
Confirm key: T

To apply for a domain name for the camera, or to maodify the previously registered information, fill in

the following fields and then click "Reqister”.

DDMNS registration result:

[Register] Successfully Your account information has
been mailed to registered e-mail address

4 M »

Upon successful registration, you can click com{’m autornatically upload relevant information to the

DDOMS form or you can manually fill it in. Then, click "Save” to save new settings.

3. Click Copy and all the registered information will automatically be uploaded to the corresponding fields
in the DDNS column at the top of the page as seen in the picture.



DDNS: Dynamic domain name service

/| Enable DDMS:

Provider: CustomSafe100 -
Host name: WWTK.safe100.net [*.safe100.net]
Email: wik@vivotek.com
Key: TIY]
Register

Host name: WWTK.safe100.net

Email: wik@vivotek.com

Confirm key: sane

To apply for a domain name for the camera, or to modify the previously registered information, fill in

the following fields and then click "Register”.

DOMS registration result:

[Register] Successfully Your account information has
been mailed to registered e-mail address

PRI I

Upon successful registration, you can click copy to automatically upload relevant information to the

DODMNS form or you can manually fill itin. Then, click "Save™ to save new settings.

4. Select Enable DDNS and click Save to enable the setting.

m CustomSafe100
VIVOTEK offers documents to establish a CustomSafe100 DDNS server for distributors and system

integrators. You can use CustomSafe100 to register a dynamic domain name if your distributor or system
integrators offer such services.

1. In the DDNS column, select CustomSafe100 from the drop-down list.

2. In the Register column, fill in the Host name, Email, Key, and Confirm Key; then click Register. After a
host name has been successfully created, you will see a success message in the DDNS Registration
Result column.

3. Click Copy and all for the registered information will be uploaded to the corresponding fields in the
DDNS column.

4. Select Enable DDNS and click Save to enable the setting.

Forget key: Click this button if you have forgotten the key to Safe100.net or CustomSafe100. Your
account information will be sent to your email address.

Refer to the following links to apply for a dynamic domain account when selecting other DDNS
providers:

m Dyndns.org(Dynamic) / Dyndns.org(Custom): visit http://www.dyndns.com/

m TZ0O.com: visit http://www.tzo.com/

m DHS.org: visit http://www.dhs.org/

m dyn-interfree.it: visit http://dyn-interfree.it/


http://www.dyndns.com/
http://www.tzo.com/
http://www.dhs.org/
http://dyn-interfree.it/

Access list |Advanced Mode|

This section explains how to control access permission by verifying the client PC’s IP address.

General settings

General settings

Maximum number of concurrent streaming connection(s) limited to: 1|;|E| | Wiew information

Enable access listfiltering

| Save |

Maximum number of concurrent streaming connection(s) limited to: Simultaneous live viewing for 1~10
clients (including stream 1 and stream 2). The default value is 10. If you modify the value and click Save,
all current connections will be disconnected and automatically attempt to re-link (IE Explore or Quick
Time Player).

View Information: Click this button to display the connection status window showing a list of the current

connections.
For example: Connection status
IP address Elapsed time User D
| 192.168.1.147 12:20:34 root
1 61.22.15.3 00:10:09
| 192.168.3.25 45:00:34 greg
’ Refresh ] ’ Add to deny list ] ’ Disconnect

m |IP address: Current connections to the Video server.
m Elapsed time: How much time the client has been at the webpage.

m User ID: If the administrator has set a password for the webpage, the clients have to enter a user name
and password to access the live video. The user name will be displayed in the User ID column. If the
administrator allows clients to link to the webpage without a user name and password, the User ID
column will be empty.

There are some situations which allow clients access to the live video without a user name and

password:

1. The administrator does not set up a root password. For more information about how to set up a root
password and manage user accounts, please refer to Security on page 28.

2. The administrator has set up a root password, but set RTSP authentication to “disable®“. For more
information about RTSP authentication, please refer to RTSP Streaming on page 48.

3. The administrator has set up a root password, but allows anonymous viewing. For more information
about Allow Anonymous Viewing, please refer to Security on page 28.



m Refresh: Click this button to refresh all current connections.

m Add to deny list: You can select entries from the Connection Status list and add them to the Deny List
to deny access. Please note that those checked connections will only be disconnected temporarily
and will automatically try to re-link again (IE Explore or Quick Time Player). If you want to enable the
denied list, please check Enable access list filtering and click Save in the first column.

m Disconnect: If you want to break off the current connections, please select them and click this
button. Please note that those checked connections will only be disconnected temporarily and will
automatically try to re-link again (IE Explore or Quick Time Player).

Enable access list filtering: Check this item and click Save if you want to enable the access list filtering
function.

Filter type

Select Allow or Deny as the filter type. If you choose Allow Type, only those clients whose IP addresses
are on the Access List below can access the Network Camera, and the others cannot access. On the
contrary, if you choose Deny Type, those clients whose |IP addresses are on the Access List below will
not be allowed to access the Network Camera, and the others can access.

Filter

Then you can add a rule to the following Access List. Please note that the IPv6 access list column will not
be displayed unless you enable IPv6 on the Network page. For more information about IPv6 Settings,
please refer to page 39 for detailed information.

Filter

IPv4 access list

IPvE access list

m Add a rule to Allowed/Denied list: Click Add to add a rule to Allowed/Denied list.

There are three types of rules:
Single: This rule allows the user to add an IP address to the Allowed/Denied list.
For example:

filter address

Rule: Sinme El

IP address: 19216821

OK || Cancel




Digital 1/0

This section explains how to change digital input and digital output settings.

Digital input settings

You can select High or Low to define normal status for the digital input. The video server will

report the current status.

— Digital input settings
Dl number Active state Current state
1 Low [=] High
2 High
3 High
4 High
5 Low [=] High
6 L ow [ High
7 High
8 Low [=] High

Digital output settings

You can select Grounded or Open to define normal status for the digital output. The video
server will show the trigger is activated or not.

— Digital output settings
DO number Active state Current state

User's Manual - 55



Audio and video

This section explains how to cofigure the audio and video settings of the video server.

Overview

This table shows all stream settings of each channel.

e Overview:

Channel Stream

1 1
2 1
3 1
4 1
5 1
B 1
7 1
8 1

Video settings

Channel: 1|+ |
Video settings
Wideo fitle:

Colaor:

YWideo orientation:

Codec Modulation Frame size

Hz64

Hz64

Hz64

H264

MJPEG

H264

H264

Hz64

NT3C

NT3C

NT3C

NTSC

NTSC

NTSC

NTSC

NT3C

QCIF-

=176x120

4CIF

4CIF

4CIF

DA

4CIF

4CIF

4CIF

Maximum frame

rate

1

20

20

20

20

20

20

20

Cnlan

Flip

Cwerlay title and time stamp on video and snapshaot.

Enable time shift caching stream

Channel: In the drop-down list, there are channel 1~4/8, select one to set video settings on it in the

column below.

Check frame rate: Check Check frame rate to display the current available frame rate status for all

Image setting5| |F'ri'-.-'E|I3}' mask

frame sizes. Please refer to page 63 for details.

Intra frame
period

18

18
18
18
i
18
18

18

Mirror

Bitrate/Quality

Good

Good
Good
Good
Good
Good
Good

Good

7| Check frame rate

Video title: Enter a name that will be displayed on the title bar of the live video.

Color: Select to display color or black/white video streams.

Video orientation: Flip--vertically reflect the display of the live video; Mirror--horizontally reflect the display
of the live video. Select both options if the linked device is installed upside-down (e.g., on the ceiling) to

correct the image orientation.



Video Title | video 1| TCP-AV) 2011/1/19 14:46:09
Title and Time

ol[2l[n][e][s] ) ] B[] F] cor s

Overlay title and time stamp on video and snapshot: Select this option to place the video title and time on
the video streams.

Enable time shift caching stream |Advanced Mode|: Check this item to enable the time shift cache
stream on the video server, which will stores video in the video server’'s embedded memory for a period
of time depending on the cache memory size of each video server. This function can work seamlessly
with VIVOTEK’s ST7501 recording software. When an event occurs, the recording software can request
time shift cache stream from the camera, which allows the user to retrieve pre-event video data.




Image settings [Advanced Mode |

Click Image Settings to open the Image Settings page. On this page, you can tune the White balance,
Brightness, Saturation, Contrast, and Sharpness settings for the video. Please choose the Channel first.

Channel: 1E|

2011118 15:49:57

Image adjustment

Brightness: — —————
Saturation: — —aS—
Contrast: — —————
Sharpness: — =—a——
X-offset — A ——————
Y-offset: — ——

+++ +++

Image adjustment

m Brightness: To adjust the image brightness level, please drag the slider bar to the right (+) to increase
the effect, or to the left (-) to reduce the effect.

m Saturation: To adjust the image saturation level, please drag the slider bar to the right (+) to increase
the effect, or to the left(-) to reduce the effect.

m Contrast: To adjust the image contrast level, please drag the slider bar to the right (+) to increase
the effect, or to the left(-) to reduce the effect.

m Sharpness: To adjust the image sharpness level, please drag the slider bar to the right (+) to increase
the effect, or to the left(-) to reduce the effect.

m X-offset: Adjust the image to the proper position horizontally.

m Y-offset: Adjust the image to the proper position vertically.



Enable deinterlace

Mode: Adaptive mode [=]
Enable edge enhancement

Strength: L

Remaove noise: Gaussian [+]
Strength: I |
[ Restore ] [ Save ]tu: Current channel (=]

m Enable deinterlace: Check to enable deinterlace, and choose Adaptive mode or Blend mode in the
drop-down list. Adaptive mode provides the best image quality, while Blend mode provides better
image quality (than not using the deinterlace function at all). Note that applying this function to all
channels at the same time will consume quite a lot computing power.

m Enable edge enhancement: Check to enable edge enhancement, and drag the slider bar to adjust the
strength. Note that applying this function to all channels at the same time will consume quite a lot of
computing power.

m Enable noise reduction: Check to enable noise reduction, and you can also choose to reduce
Gaussian noise, impulse noise, or Gaussian and impulse noise in the drop-down list. Drag the
slide bar to adjust the strength. Noted that applying this function to all channels at the same time will
consume quite a lot of computing power.

m Restore: Click to restore the default setting.
m Save: When finished with the setting, you can choose to apply the settings to Current channel, All

channels, Current channel and channel 2, etc. in the drop-down list. Then click Save to enable the
settings.

Privacy Mask [Advanced Mode |

Click Privacy Mask to open the settings page. On this page, you can block out sensitive zones to
address privacy concerns. Please choose the Channel first.

Channel: 1E|

Enable privacy mask

Channel: | 1[=]
Enabi PIRGICY TS ik

2011118 17:03:41

Window name Window name

x Width X Width:
LY Height Y: Height:




m To set the privacy mask windows, follow the steps below:

1. Click New to add a new window.

2. Use the mouse to size and drag-drop the window, which is recommended to be at least twice the size
of the object (height and width) you want to cover.

3. Enter a Window Name and click Save to enable the setting.

4. Select Enable privacy mask to enable this function.

NOTE:

» Up to 5 privacy mask windows can be set up on the same screen.

» If you want to delete a privacy mask window, please click on the x’ mark at the upper right corner of
the window.

Video quality settings for stream 1 [Advanced Mode]
Click the items to display the detailed video quality settings.

YWideo quality settings for stream 1:

| Enable aspect ratic correction

MPEG-4. Available FPS
@ H.264: D1: 56 FPS
Frame size: ACIF - 640xag0 [»] “CIF BOFPS
CIF: 260 FPS
Maximum frame rate: 3 fos (] QCIF: 1041 FPS
Intra frame period: 12 5[+
Yideo quality:
Constant bit rate: 512 Kbps [ =]
@ Fixed quality: Good E|
JPEG:

m Enable aspect ratio correction:

In the default settings, the size of the video window will change according to the layout of the live
viewing window you choose. However, the frame size may be distorted. If you check Enable aspect
ratio correction, the video window will be adjusted to the same frame size as the preview window. This
function is disabled as default.

video1(TCP-V) 20111020 14:49:04

Video 14:49:04 2011/1/20 “‘
| ! (S

>




ﬁ NOTE:

W Aspect ratio correction doesn’t support QCIF.

r When aspect ratio correction takes effect, the frame size for D1 will be adjusted to 640x480.

This video server offers real-time H.264, MPEG-4, and MJPEG compression standards (Triple Codec)
for real-time viewing.

If H.264 /| MPEG-4 mode is selected, the video is streamed via RTSP protocol. There are four parameters
for you to adjust the video performance:

@ H.264: @ MPEG-4:
Frame size: ACIF -> 540x480 [=] Frame size: QCIF == 176x120 [=]
Maximum frame rate: 3fps [=] Maximum frame rate: 20 fps [=]
Intra frame period: 12S E Intra frame period: 18 E|
Video quality: Video quality:
Constant bit rate: 512 Kops [=] Caonstant bit rate: 512 Kbps E|
@ Fixed quality: Good El @ Fixed quality; Good E|

m Frame size
You can set up different video resolution for different viewing devices. For example, set a smaller
frame size and lower bit rate for remote viewing on mobile phones and a larger video size and a higher
bit rate for live viewing on web browsers. Note that a larger frame size takes up more bandwidth. The
frame sizes are selectable in the following resolutions: QCIF, CIF, 4CIF, and D1.

m Maximum frame rate
This limits the maximum refresh frame rate per second. Set the frame rate higher for smoother video
quality. You can also select Customize and manually enter a value. The frame rate will decrease if you
select a higher resolution.

m Intra frame period
Determine how often to plant an | frame. The shorter the duration, the more likely you will get better
video quality, but at the cost of higher network bandwidth consumption. Select the intra frame period
from the following durations: 1/4 second, 1/2 second, 1 second, 2 seconds, 3 seconds, and 4 seconds.

m Video quality
A complex scene generally produces a larger file size, meaning that higher bandwidth will be needed
for data transmission. Therefore, if Constant bit rate is selected, the bandwidth utilization is fixed at
a selected level, resulting in mutable video quality performance. The bit rates are selectable at the
following rates: 20Kbps, 30Kbps, 40Kbps, 50Kbps, 64Kbps, 128Kbps, 256Kbps, 512Kbps, 768Kbps,
1Mbps, 2Mbps, 3Mbps, and 4Mbps. You can also select Customize and manually enter a value.

On the other hand, if Fixed quality is selected, all frames are transmitted with the same quality;
bandwidth utilization is therefore unpredictable. The video quality can be adjusted to the following
settings: Medium, Standard, Good, Detailed, and Excellent. You can also select Customize and
manually adjust the slider bar. You may adjust the slider bar to the right to have better video quality.

Video quality:
Constant bit rate: 512 Kbp[=|
@ Fixed quality: [Custom:I=|



If JPEG mode is selected, the video server continuously sends JPEG images to the client, producing
a moving effect similar to a filmstrip. Every single JPEG image transmitted guarantees the same
image quality, which in turn comes at the expense of variable bandwidth usage. Because the media
contents are a combination of JPEG images, no audio data is transmitted to the client. There are three
parameters provided in MUPEG mode to control the video performance:

[@ JPEG
Frame size: CIF E|
Maximum frame rate: 20fps E|
ideo quality: Good E|

m Frame size
You can set up different video resolution for different viewing devices. For example, set a smaller
frame size and lower bit rate for remote viewing on mobile phones and a larger video size and a higher
bit rate for live viewing on web browsers. Note that a larger frame size takes up more bandwidth. The
frame sizes are selectable in the following resolutions: QCIF, CIF, 4CIF, and D1.

m Maximum frame rate
This limits the maximum refresh frame rate per second. Set the frame rate higher for smoother video
quality.
You can also select Customize and manually enter a value. The frame rate will decrease if you select
a higher resolution.

m Video quality
The video quality can be adjusted to the following settings: Medium, Standard, Good, Detailed, and
Excellent. You can also select Customize and manually enter a value.

% NOTE:

» Video quality and fixed quality refers to the compression rate, so a lower value will produce higher
quality.

» Converting high-quality video may significantly increase the CPU loading, and you may encounter
streaming disconnection or video loss while capturing a complicated scene. In the event of occurance,
we suggest you customize a lower video resolution or reduce the frame rate to obtain smooth video.




m Available FPS

Check Check frame rate to display the current available frame rate status (Available FPS). Available
FPS provides the information of the unused encoding capability with available frame rate in different

frame size.
Channel: 1|Z| ¥| Check frame rate

Video settings

Video title:
Colar: Colorlz|
Video orientation: Flip Mirrar

Cwerlay title and time stamp on video and snapshot.

Enable time shift caching stream

Image sertings| |F‘riuac:y mask

Video quality settings for stream 1.

/| Enable aspect ratio correction

MPEG-4: Available FPS
@ H.264: DA1: 41FPS
Frame size: QCIF = 17620 [=]| CF 47FPS
CIF: 180 FP3
Maximum frame rate: 8 fps [+] QciF: 761 FPS
Intra frame period: 15 El
Video quality:
Constant bit rate: 512Kops [=]
@ Fixed quality: Good =l
JPEG:

The embedded Soc (System-on-Chip) has limited encoding capability, so you may set the video quality
according to the available FPS. Due to the limited encoding capability, the maximum frame rate for 4CIF
in H.264 or MPEG-4 codec can only support up to 23 FPS when all channels are applied to this setting
and being used. If the total amount of frame rate exceeds encoding capability, a warning message
"Frame rate is not guaranteed" will show up in a pop-up window. Also the frame rate that cannot be
reached for each stream will be marked in red color in the "Overview" column.

Video quality settings for stream 1:

7| Enable aspect ratio correction

. MPEG-4: -
No available FPS due — Available FES
® H.264 D1: 0FPS
to the total amount of T
Frame size: 4CIF -= 640x480 [+ | T =
frame rate exceeds the CIF:  OFPS
. e Maximum frame rate: 25 fps - QCIF: 0FPS
encoding capability. Customize
Intra frame period: 11ps
21ps
video quality: 3ps
. 51ps
Constant bit rate: afps
o Fixed quality 10 b3
JPEG: 20 fps

the frame rate that
cannot be reached is
marked in red color.

25 fps
30fps

Audio settings

J| Mute
External microphone input: 0dB [+]
G.711 Made: pemu [=]

*Mote: G.711 mode is shared by all channels.

| save |to:|anlchannels [+]



= Qvenview:

Channel Stream Codec

1 1 H264
2 1 H264
3 1 H264
4 1 H264
5 1 H264
6 1 H264
7 1 H264
8 1 H264

Modulation

MTSC

MTSC

MTSC

MTSC

MTSC

MTSC

MTSC

MNTSC

Frame size Frame rate

4CIF-=640x480

4CIF-=640x480

4CIF-=640x480

4CIF-=640x480

4CIF-=640x480

4CIF-=640x480

4CIF-=640x480

ACIF-=640x480

Intra frame
period
13
13
13
13
13
13
13

18

* Mote: Frame rates are not guranteed when all red-marked streams are used.

Audio settings

Audio settings

Mute

External microphone input;

G.711 Mode:

*Mote: 3.711 mode is shared by all channels.

| Save [to: Current channel

[=]

Bitrate/Quality

Good
Good
Good
Good
Good
Good
Good

Good

0dB [=]
pemu [+

the frame rate that
cannot be reached is
marked in red color.

Mute: Select this option to disable audio transmission from the video server to all clients. Note that if
mute mode is turned on, no audio data will be transmitted even if audio transmission is enabled on the
Client Settings page. In that case, the following message is displayed:

External microphone input: Select the gain of the internal audio input according to ambient conditions.

Adjust the gain from +9 db (most sensitive) ~ -12 db (least sensitive).

G.711 Mode: G.711 also provides good sound quality and requires about 64Kbps. Select pcmu (Pulse

code Modulation p-Law) or pcma (A-Law) mode.

Save: When finishing the setting, you can choose to apply the settings to Current channel, All
channels, Current channel and channel 2, etc. in the drop-down list. Then click Save to enable the

settings.



Motion detection

This section explains how to configure the Video Server to enable motion detection. A total of

three motion detection windows can be configured for each channel.
Enable motion detection

2008/0119 11:20:25

Window Marme

Sensitivity
S| | 4

Percentage

S | 1

R | ‘

Follow the steps below to enable motion detection:
1. Select Channel.

2. Click New to add a new motion detection window.

3. In the Window Name text box, enter a name for the motion detection window.
m To move and resize the window, drag and drop your mouse on the window.
m To delete window, click X on the upper right corner of the window.

4. Define the sensitivity to moving objects and the space ratio of all alerted pixels by moving the
Sensitivity and Percentage slider bar.

5. Click Save to enable the settings.

6. Check Enable motion detection to enable this function.

For example:
Enable motion detection

Window Mame
1
Sensitvity
S |_ a0%
Percentage

_J— 10%

The Percentage Indicator will rise or fall depending on the variation between sequential images. When
motions are detected by the Network Camera and are judged to exceed the defined threshold, the
red bar rises. Meanwhile, the motion detection window will be outlined in red. Photos or videos can be
captured instantly and configured to be sent to a remote server (Email, FTP) by utilizing this feature as a
trigger source. For more information on how to set an event, please refer to Application on page 78.



A green bar indicates that even though motions have been detected, the event has not been triggered
because the image variations still fall under the defined threshold.

Vs

- - Percentage = 30%

. J

This motion detection window will also be displayed on the Event Settings page. You can go to

Application > Event Settings > Trigger to choose it as a trigger source. Please refer to page 79 for
detailed information,

ﬁ NOTE:

» How does motion detection work?

u [=] Enabide motan detecion
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i
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W e | |5
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n [=] Enabile motan detecion
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There are two motion detection parameters: Sensitivity and Percentage. In the illustration above,
frame A and frame B are two sequential images. Pixel differences between the two frames are
detected and highlighted in gray (frame C) and will be compared with the sensitivity setting. Sensitivity
is a value that expresses the sensitivity to moving objects. Higher sensitivity settings are expected to
detect slight movements while smaller sensitivity settings will neglect them. When the sensitivity is sef
to 70%, the Network Camera defines the pixels in the purple areas as ‘alerted pixels” (frame D).




Percentage is a value that expresses the proportion of “alerted pixels” to all pixels in the motion
detection window. In this case, 50% of pixels are identified as ‘alerted pixels”. When the percentage is
set to 30%, the motions are judged fo exceed the defined threshold, therefore, the motion window will
be outlined in red.

For applications that require a high level of security management, it is suggested to use higher
sensitivity settings and smaller percentage values.

Camera tampering detection

This section explains how to set up camera tempering detection. With tampering detection, the
camera is capable of detecting incidents such as redirection, blocking or defocusing, or even
spray paint.

Camera tampering detection

Trigger duration

Enable Channel [10~600 seconds]
1 10 seconds
9 10 seconds
3 10 seconds
4 10 seconds
5 10 seconds
B 10 geconds
7 10 geconds
g 10 geconds

| Save |

Please follow the steps below to set up the camera tampering detection function:

1. Check Enable camera tampering detection.

2. Enter the trigger duration. (10 sec. ~ 10 min.) The alarm will be triggered only when the tampering
factor (the difference between current frame and pre-saved background) exceeds the trigger threshold.

3. Set up the event source as Camera tampering detection on Application > Event settings > Trigger.
Please refer to page 79 for detailed information.

4. Click on Save to take effect.



Camera control

This section explains how to control the Network Camera’s Pan/Tilt/Zoom operation by
connecting to a PTZ driver or scanner via RS485 interface.

RS485 settings

R5485 settings
PTZ camera

Transparent HTTP tunnel

| Save |
Disable: Select this option to disable this function.

PTZ camera: Select this option to enable PTZ operation.
To utilize this feature, please connect the Network Camera to a PTZ driver or scanner via RS485
interface first. Then you can configure the PTZ driver and RS485 port with the following settings.

Transparent HTTP tunnel
PTZ driver: MNone [=]
Port settings:
Baud rate: 9600 [+]
Data bits: 5[~
Stop bits: 1[]
Parity bit: nnneE|

Transparent HTTP Tunnel: If you want to use your own RS-485 device, you can use UART commands to
build a Transparent HTTP Tunnel. The UART commands will be sent through HTTP tunnel established
between the RS-485 device and the linked camera. For detailed application notes, please refer to URL
Commands on page 105 or http://www.vivotek.com/downloadfiles/support/faq/172_document_2.pdf.

Paort settings:
Baud rate: 9600 [=|
Data bits: 8[xl
Stop bits: 1[=]

Parity bit: none E|



Preset positions

If you select DynaDome/SmartDOME, Lilin PIH-7x00, or Pelco D, Pelco P protocol, Samsung scc643
protocol protocol as the PTZ driver and click the Save button, the Preset Position button will be enabled.
Click Preset Position to open the settings page. You can also select preset positions for the camera to
patrol. A total of 20 preset positions can be configured.

Please follow the steps below to preset a position:

1. Select Channel in the drop-down list.

2. Adjust the shooting area to the desired position by using the buttons on the right. The default Home
position is set as the center position.

3. Enter a name for the preset position, which allows up to forty characters. Click Add to enable the
settings. The preset positions will be displayed under User preset locations.

4. To add additional preset positions, please repeat steps 1~2.

5. Select the preset positions and click on Save to enable the settings.

6. The positions saved will show up in Go to drop down list on the Home page. See next page

7. To remove a preset position from the list, select it and click Remove. Functions are the same

as the Control Panel on
” Channel: 1 = 9 the home page
L= J[ Home [ » |
L v ]
- J[ Foes J[ + |

Pan speed
Tilt speed

Focus speed
Auto panipatrol speed

5o to: e
— Selectone — -

0

0
Zoom speed 0 -

0

1

Home location settings

[ Set current position as home ] [ Restore home position to default ]

Preset and patrol settings

e Name:| Add preset location

M ~ ealltiny

User preset locations ] Patrol locations D'-'-felligglce}
W

! B 1 5

2 O 2 5

: =IEE 5

4 0 4 =

(Ronove )| @ (Remors ) (2] (7
e [ Save ]




Home location settings

| Setcurent position as home | | Restore home position to default |

m Home location settings: You can configure the Home location by clicking on Set current position
as home. Click on Restore home position to default, and the Home position will be set as the
center position.

Video stream

Chi:Stream 1 ||

& Manual trigger:
& Digital output:
# Digital input:

LA |

L[]
3=
-+ [+

Focus | +

‘
Pan speed

Tilt speed
Zoom speed
Focus speed

@3 Client settings

== Configuration
&B Language

ol gln[e]o][xw) )P [2a][¥] oo ST

by Y viversic

m The Camera Control Panel and Preset positions will be displayed on the home page:
m Click Go to: Select one from the drop-down list, and the Network Camera will move to the selected

preset position.



VIVOTEK

Camera ID settings

VIVOTEK offers five PTZ drivers: DynaDome/SmartDOME, Lilin PIH-7x00, Pelco D protocol, Pelco P
protocol, and Samsung scc643 protocol. If none of the above PTZ drivers is supported by your PTZ
scanner, please select Custom camera (scanner). Please refer to the user’s manual of your PTZ
scanner to determine the Camera ID, PTZ driver, and Port settings. The Camera ID is necessary to
control multiple cameras. If you click Save to enable this function, the camera control panel will be
displayed on the main page. Please refer to the illustration on page 70.

— Camera ID settings
Channel number Camera ID
‘
2
2
¢ 4
:
g L
’
:
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Patrol settings

You can select some preset positions for the Network Camera to patrol.

Please follow the steps below to set up a patrol schedule:

. Select Channel in the drop-down list.

. Select the preset locations on the list, and click .

. The selected preset locations will be displayed on the Patrol locations list.

. Set the Dwelling time for the preset location during auto patrol.

. If you want to delete a preset location from the Patrol locations list, select it and click Remove.
. Select a location and click [ & ¥/ to rearrange the patrol order.

. Select patrol locations you want to save in the list and click Save to enable the patrol settings.
. To implement the patrol schedule, please go to homepage and click on Patrol button.

0 Channel: 1 =
(TCP-V) 201018 172738 L a ]

ONO OB WN =

L - JI Foous J[ -+ |
Pan speed 0
Tilt speed 0 -
Zoom speed 0 -
Focus speed o -
Auto panipatrol speed 1 -
Go to:
— ZBelectone — -
Home location settings
| Setcurrent position as home | | Restore home position to default |
Preset and patrol settings
Name:| Add preset location
User preset locations ["] Patrol locations Dwell{time}
sec
1 ' 0 :
2 [ 2 5
3 HIEE 5
4 [ 4 5

® O
[Remove JLa [

[ sae | @




Custom Command

If Custom Camera (scanner) is selected as the PTZ driver, the Preset Position and PTZ Control
Panel on the main page will be disabled. You will need to configure command buttons to control the PTZ
scanner. Click Custom Command to open the Custom Command page to set the commands in the
Control Settings session. Please refer to your PTZ scanner user's manual to enter the commands in the
following fields. Click Save to enable the settings and click Close to exit the page.

Control settings
Up
Down
Left
Right
Home

Zoomin

Zoom out

/) NOTE:

»If you select DynaDome/
Auto focus SmartDOME, Lilin P/H-7X00,
or Pelco D protocol as the PTZ
driver, the Control Settings
column will not be displayed.

Focus closer

Focus further

Custom command

Leaving the "Button name” field empty means the command button will not

be displayed in the homepage. » For all PTZ drivers, a total
Button name Command of five additional command

_ buttons can be configured.
Command 1:

Command 2
Command 3:
Command 4:
Command 5:
Command &:
Command 7
Command &:
Command 9:
Command 10:
Command 11:
Command 12:
Command 13:
Command 14:
Command 15:

Command 16:

| Save || Close |



VIVOTEK

» The command buttons will be displayed on the main page:

% vivorsk Video Server

]
El e 1]
el L]

[ [ [re=]
P speed (=]
Taspeed [+ ]
Zosm apaed [t |
b Mol tigger
 Digaal tnt
b Dgtsliput
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Homepage layout |Advanced Mode|

This section explains how to set up your own customized homepage layout.

Preview

This column shows the settings of your homepage layout. You can manually select the background and
font colors in Theme Options (the third column on this page). The settings will be displayed automatically
in this Preview field. The following shows the homepage using the default settings:

Preview

%/Vl\f@'E_!g Video Server

ITETTYTY R | [ I

Video stream
Chi:Stream 1 -

= Manual trigger:

= Digital output:

$ clensens - WACIS MY EMER] A=

Hide Powered by VIVOTEK
m Hide Powered by VIVOTEK: If you check this item, it will be removed from the homepage.

Logo

Here you can change the logo at the top of your homepage.
Logo graph
@ Default Custom
Y viverk

Logo link: | hitp:/hwww.vivotek.com

Follow the steps below to upload a new logo:

1. Click Custom and the Browse field will appear.

2. Select a logo from your files.

3. Click Upload to replace the existing logo with a new one.
4. Enter a website link if necessary.

5. Click Save to enable the settings.

Customized button
Customized button

| Show manual trigger button

Check Show manual trigger button, and it will be displayed on the Home page. * Manual trigger:
Uncheck Show manual trigger button to hide this function on the Home page. 1 |on[0f] 2 |on[Of]

3 |onJOF] 4 |onJOH)




Theme options
Here you can change the color of your homepage layout. There are three types of preset patterns for you
to choose from. The new layout will simultaneously appear in the Preview filed. Click Save to enable the

settings.
Theme options

Themes Color
Font colaor: #000000

Preset Patterns s
- | Font color of configuration area: #FFFFFF

Font color of video title:

Bk color of contral area: #CAEAFF
[ . Bk color of configuration area: -
L Bk color of video area: #CAEAFF
Custom Frame colaor: -
(sae)
Preview
%/ 1 Font Color of the Video
o VIVOTEK Video Server Tile
Video Stream -
Font Color =
Digital Output et

Background Color of the
Control Area

Background Color of the
Video Area

Frame Color

o280 B[]

Font Color of the Configuration Area
Background Color of the
Configuration Area

Preview

%ﬁjﬂ\(@_ﬁ!(m Video Server

Video Stream oI - - —

Digital Output ol » =
e ; >
* . i

CIERMO AN AP
Preview

Video Server

Video Stream
Digital output [ENED

oy

b & ‘.‘hf

mEMODPARPE




m Follow the steps below to set up the customed homepage:

1. Click Custom on the left column.

2. Click the field where you want to change the color on the right column.
Theme Options

Themes Color
Faont color:
O - Font color of configuration area: #FFFFFF Color Selector
Font color of video title:
o Bk color of control area:
Bk color of configuration area:
N—
] Bk color of video area:
Custom ® Custom Frame color;
Pattern

3. The palette window will pop up as shown below.

He: #000000 23538 | 5
Red: 1] Red: I:
Green: 0 Green: I:
Blue: 1] Blue: I:
Hue: 1] Hue: I:
Saturation: |0 Saturation: IE
Yalue: 1] Y alue: a4.1

4. Drag the slider bar and click on the left square to select a desired color.
5. The selected color will be displayed in the corresponding fields and in the Preview column.
6. Click Save to enable the settings.



Application |Advanced Mode|

This section explains how to configure the video server to respond to particular situations
(event). A typical application is that when a motion is detected, the video server sends buffered
images to an FTP server or e-mail address as notifications.

As illustrated on the right, an event can be triggered

by many sources, such as motion detection or external | « Event frigger = m—) Action

digital input devices. When an event is triggered, you | .. ..o oeiecion

. . . Digital Input,

can specify what type of action that will be performed.| s:em oo / \

You can configure the video server to send snapshots Media servel

or videos to your email address or FTP site. (whatto send) (where fo send)

ex. Snapshot, Video Clips, ex. Email, FTP, HTTP Server
System Log, Digital Output Network Storage
Event settings
Hame Status Sun Mon Tue Wed Thu Fri Sat Time Trigger

| add || Help |

Customized script

Hame Date Time

[=] | Delete |

Customized script

This function allows you to upload a sample script (.xml file) to the webpage, which will save your time on
configuring the settings. Please note that there is a limited number of customized scripts you can upload;
if the current amount of customized scripts has reached the limit, an alert message will pop up. If you
need more information, please contact VIVOTEK'’s technical support.

Customized script

Name Date Time
Userl 20110224 18:13:49
User2 20110224 18:11:42

Click to upload a file Usert [=]

Click to modify the
script online

YELAE. 558 =k fvasflig/mmsegus -8 B3, PIRSLER.E
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Event settings

In the Event settings column, click Add to open the Event settings page. On this page, you can
arrange three elements -- Trigger, Schedule, and Action to set an event. A total of 3 event settings can be
configured.

Event name:
Enable this event
Priority: Mormal | |
Detect next event after 1p second(s).
Maote: This can be only applied to motion detection, digital input, and manual frigger.

Trigger

Source. System boot E|

Event schedule
J] Sun [ Mon [ Tue [7] Wed [] Thu [&] Fri [J] Sat
Time

@ Always

From to [Rh:mimy]

Action
= Trigoer digital output for:
#* Move to preset location:

Server Media Extra parameter

¥ SD —None— [ =] | 5D test || View

| Save || Close |

Event name: Enter a name for the event setting.

Enable this event: Select this option to enable the event setting.

Priority: Select the relative importance of this event (High, Normal, or Low). Events with a higher priority
setting will be executed first.

Detect next event after [ ] seconds: Enter the duration in seconds to pause motion detection after a
motion is detected.

An event is an action initiated by a user-defined trigger source; it is the causal arrangement of the
following three elements: Trigger, Event Schedule, and Action.

Trigger

This is the cause or stimulus which defines when to trigger the video server. The trigger source can be
configured to use the video server’s built-in motion detection mechanism or external digital input devices.
There are several choices of trigger sources as shown below. Select the item to display the detailed

configuration options.



m System boot
This option triggers the video server when the power to the video server is disconnected.

m Video motion detection
This option makes use of the built-in motion detection mechanism as a trigger source. To enable this
function, you need to configure a Motion Detection Window first. For more information, please refer to
Motion detection on page 65 for details.

Trigger

Source: Video motion detection (=]

Channel Motion windows
1 Disable
2 Disable
3 Disable
4 Dizable
5 Disable
6 Disable
7 Disable
8 Dizable

m Camera tampering detection
This option allows the video server to trigger when the camera detects that is is being tampered with.
To enable this function, you need to configure the Camera tampering detection option first. Please
refer to page 67 for detailed information.

Trigger

Source: Camera tampering detection [«
Channel 1 Channel 2 Channel 3 Channel 4

Channel 5 Channel 6 Channel 7 Channel 8

Mote: Please configure Camera tampering detectio first

m Video loss
This option triggers the video server when the transmitted media files are missing. Check to enable the
trigger source.

Trigger
SOUrce: | video loss [=]

Channel 1 Channel 2 Channel 3 Channel 4

Channel 5 Channel 6 Channel ¥ Channel 8

m Video restore
This option triggers the video server when the camera starts to transmit video files.



m Periodically

This option allows the video server to trigger periodically for every other defined minute. Up to 999
minutes are allowed.

Trigger

Source: Periodically El

Trigger every other 1 minute(s)

m Digital input
This option allows the video server to use an external digital input device or sensor as a trigger source.
Depending on your application, there are many choices of digital input devices on the market which
helps to detect changes in temperature, vibration, sound, and light, etc.

Trigger
SOUrce: | Digital input El

Digital input 1 Digital input 2 Digital input 3 Digital input 4

Digital input 5 Digital input & Digital input 7 Digital input &

m Recording notify
This option allows the video server to trigger when the recording disk is full or when recording starts to
rewrite older data.

m Manual trigger
This option allows user to enable event triggers manually by clicking the on/off button on the
homepage. Please configure 1 ~ 3 events before using this function.

Trigger

S0Urce: | \anual trigger [=]

1 2003 [O4

Event Schedule
Specify the period for the event.

Event schedule

Z| 3un [7] Mon [] Tue [ Wed [] Thu [ Fri [f] Sat

Time

From to [hh:mm]

m Select the days of the week.

m Select the recording schedule in 24-hr time format.



Action
Define the actions to be performed by the video server when a trigger is activated.

Action

~ Trigger digital output for:

DO duration Delay before trigger
[seconds) [seconds)
1 1 0
2 1 0
3 1 0
4 1 0
5 1 0
6 1 0
7 1 0
8 1 0

% Move to preset location:
Move to preset location: |gft [+ of channel 1

Move to preset location: |efty [+] of channel 2

Mote: Please configure Preset locations first

m Trigger digital output for [ ] seconds
Check the desired DO to turn on the external digital output device when a trigger is activated. Specify
the length (seconds) of the trigger interval in the text box.

m Delay the trigger for [ ] seconds
Check the desired DO to turn on the external digital output device when a trigger is activated. Specify
the length (seconds) of the delay for the trigger after the event has been detected.

m Move to preset location
Select this option, the Network Camera will move to the preset location when a trigger is activated.
Please setup the preset locations first. You can setup more preset locations for each channel (Network
Camera) by clicking on Preset locations. To know more details about preset locations settings please
refer to page 69.

To set an event with recorded video or snapshots, it is necessary to configure the server and
media settings so that the video server will know what action to take (such as which server to
send the media files to) when a trigger is activated.

m Server / Media
Click Server to configure Server settings. For more information, please refer to Server settings on
page 85.
Click Media to configure Media settings. For more information, please refer to Media settings on page
88. Action
# Trigger digital output for:
¥ Move to preset location:

Server Media Extra parameter

SD | —None—[«] | SDtest || view
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Here is an example of the Event settings page:

Event nnme:| Eventi

Enable this event

Detect next event after secondis).

Mote: This can be anly applied to motion detection, digital input, and manual trigger.

— Trigger

S0Ource: | System boot |

— Ewvent schedule
Sun Man Tue Wed Thu Fri Sat
Time

@ Always

© From 00:00  [to 2400 | [h:mm]

— Action
= Trigger digital output for:
#* Move to preset location:
Backup media if the network is disconnected

Server Media Extra parameter

SO —nNone—[=] [ sDitest | [ view

Enable customized folder
JOCHEN | —None— [] | %Yot%Dr%H

_ View |

| save [ Close |

When completed, click Save to enable the settings and click Close to exit Event Settings page. The new
Event settings / Server settings / Media settings will appear in the event drop-down list on the Application

page.

SD Test: If you have an SD card, click the button to test the availability. Your camera will display a
message indicating a success or failure. If you want to use your SD card for local storage, please format
it before use. Please refer to page 109 for more information.
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Here is an example of the Application page with an event setting:

Event settings

Name Status Sun Mon Twe Wed Thu Fri Sat Time Trigger

Event1 D W W W W W W YW 00:00~24:00 boot

| Add | Eventi[=] | Delete || Help |

Server settings

Hame Type Address/Location
ETP fip fipiivivotek.com.tw
HTTP http http:i192.168.5 10/CGI-BIN/UPLOAD. CGI
MAS ns W192.168.4.138\nas
Eamil email Ms vivotek tw

| Add | Eamil[+] | Delete

Media settings

Available memory space: 57964KB

Hame Type
System log systemlog
Snapshot snapshot
Video clip videoclip

| Add | Systemlog [=] | Delete

Customized script

Name Date Time

| Add | [=] | Delete |

When the Event Status is ON, once an event is triggered by motion detection, the video server will
automatically send snapshots via e-mail.

If you want to stop the event trigger, you can click ON to turn it to OFF status or click Delete to remove
the event setting.

To remove a server setting from the list, select a server name from the drop-down list and click Delete.
Note that only when the server setting is not being applied to an event setting can it be deleted.

To remove a media setting from the list, select a media name from the drop-down list and click Delete.
Note that only when the media setting is not being applied to an event setting can it be deleted.



Server settings

Click Server on Event Settings page to open the Server Setting page. On this page, you can specify
where the notification messages are sent when a trigger is activated. A total of 5 server settings can be
configured.

Server name: Enter a name for the server setting.

Server type
There are four choices of server types available: Email, FTP, HTTP, and Network storage. Select the item

to display the detailed configuration options. You can configure either one or all of them.

Email: Select to send the media files via email when a trigger is activated.
Server name:
Server type
@ Email:
Sender email address: Camera@vivotek.com

Recipient email address: VIVOTEK@vivotek.com

Server address: s vivotek tw
User name:

Password:

Server port 25

This server requires a secure connection (33L)
FTF:
HTTP:

Metwork storage:

| Test || Save || Close |

m Sender email address: Enter the email address of the sender.

m Recipient email address: Enter the email address of the recipient.

m Server address: Enter the domain name or IP address of the email server.

m User name: Enter the user name of the email account if necessary.

m Password: Enter the password of the email account if necessary.

m Server port: The default mail server port is set to 25. You can also manually set another port.

If your SMTP server requires a secure connection (SSL), check This server requires a secure
connection (SSL).

To verify if the email settings are correctly configured, click Test. The result will be shown in a pop-up
window. If successful, you will also receive an email indicating the result.

B WL 1 S T g bt meaterteereereg - . [C | T[] T by MGG 5 12 e binfudminfeteereer i, [ [51][]

The esmail hae been e seccesully, Error in sending email.

Click Save to enable the settings, then click Close to exit the page.



FTP: Select to send the media files to an FTP server when a trigger is activated.

Server name: FTP

Server type
Email:
@ FTF:
Server address: ftp:ihvivotek com.tw
Senver port: 21
User name: vivotek
Password: ssans

FTF folder name:
7| Passive mode
HTTP:

Metwork storage:

| Test || Save || Close |

m Server address: Enter the domain name or IP address of the FTP server.

m Server port
By default, the FTP server port is set to 21. It can also be assigned to another port number between
1025 and 65535.

m User name: Enter the login name of the FTP account.
m Password: Enter the password of the FTP account.

m FTP folder name
Enter the folder where the media file will be placed. If the folder name does not exist, the video server
will create one on the FTP server.

m Passive mode
Most firewalls do not accept new connections initiated from external requests. If the FTP server
supports passive mode, select this option to enable passive mode FTP and allow data transmission to
pass through the firewall.

To verify if the FTP settings are correctly configured, click Test. The result will be shown in a pop-up
window as shown below. If successful, you will also receive a test.txt file on the FTP server.

2 hitp://192.168.5.121/cgi-binfadminfostserver.cei .. (2|00 |[B%) 2 hitp:#/192.168.5.121 fogi-binfalmin/testserver.cei- ... (0|01 [5)

ftp transmission successfully. ftp transmission failed.

Click Save to enable the settings, then click Close to exit the page.



HTTP: Select to send the media files to an HTTP server when a trigger is activated.
Server name: HTTP
Server type
Email:
FTP:
@ HTTP:
URL: hitp:/182.168.5 10icgi-binfupload.cgi
User name:
Password:

Metwark storage:

| Test || Save || Close |

m URL: Enter the URL of the HTTP server.

m User name: Enter the user name if necessary.
m Password: Enter the password if necessary.

To verify if the HTTP settings are correctly configured, click Test. The result will be shown in a pop-up
window as below. If successful, you will receive a test.txt file on the HTTP server.

2 hiip:/192.168.5.121 fegi-binfad minffesteeTver.coi - ... @IEI 2 http:#/192 168 5 121 /cei-binfal minftestserver coi- @|§|

HTTF Transmission successfully. Thanks HTTP Transmission failed.

Click Save to enable the settings, then click Close to exit the page.

When completed, the new server settings will automatically be displayed on the Event Settings page.
For example:

Action

# Trigger digital output far:

#* Move to preset location:

Server Media Extra parameter
Enable customized folder
] Nas —NOHE!—E'I %Y %M%Di%H I

e

By default, the folder is named
after the date and hour. For more
information about file destination,

Save.| [[Ciose please refer to page 90.

[[] Email = —None— [=]
[ FTP —None— [=]

[[] HTTP | —Mone— =]

% NOTE:

» By default, the folder is named after the date and hour; " %Y%M%D%H" refers to Year/
Month/Date/Hour. Your saved media files will be automatically classified in folders named
after the date and hour, if you keep the default setting. You may also create the customized
folder by any other desired name, but all media files will be saved in the same folder.




Media settings

Click Media on the Event Settings page to open the Media Settings page. On this page, you can
specify the type of media that will be sent when a trigger is activated. A total of 5 media settings can be
configured.

Media name: Enter a name for the media setting.

Media type
There are three choices of media types available: Snapshot, Video Clip, and System log. Select the item

to display the detailed configuration options. You can configure either one or all of them.

Snapshot: Select to send snapshots when a trigger is activated.

Media type
@ Snapshot
Channel: 1[+]
Stream: 1 [«]
Send 1 pre-event image(s) [0~7]
Send 1 post-eventimage(s) [0~7]

File name prefix. channel1_
Add date and time suffix to file name
Video clip

System log

| Save || Close |
m Channel: Select to take snapshots from stream 1 ~ 4.

m Send [ ] pre-event images
The video server has a buffer area; it temporarily holds data up to a certain limit. Enter a number to
decide how many images to capture before a trigger is activated. Up to 7 images can be generated.

m Send [ ] post-event images
Enter a number to decide how many images to capture after a trigger is activated. Up to 7 images can

be generated.

For example, if both the Send pre-event images and Send post-event images are set to 7, a total of 15
images are generated after a trigger is activated.

1pic. 2pic. 3pic. 4pic. 5pic. épic. 7 pic. @ 9 pic. 10pic. 11pic. 10pic. 12pic. 13pic. 14pic. 15 pic.

?

Trigger Activation

m File name prefix
Enter the text that will be appended to the front of the file name.

m Add date and time suffix to the file name
Select this option to add a date/time suffix to the file name.
For example:

Snapshot_20080104_100341

t4

File name prefix Date and time suffix
The format is: YYYYMMDD_HHMMSS

Click Save to enable the settings, then click Close to exit the page.



Video clip: Select to send video clips when a trigger is activated.

Media name:
Media type
Snapshot
Channel: | q[+]
Pre-event recording: 0 seconds [0~9]
Maximum duration: § seconds [1~20]

Maximum file size: 500 Khbytes [50~5000]
File name prefic channeld_

System log

| Save || Close |

m Channel: The video source. The stream source will be identical to the preset time shift caching stream.
For more information about time shift caching stream, please refer to page 57.

m Pre-event recording
The video server has a buffer area; it temporarily holds data up to a certain limit. Enter a number to
decide the duration of recording before a trigger is activated. Up to 9 seconds can be set.

m Maximum duration
Specify the maximum recording duration in seconds. Up to 10 seconds can be set.
For example, if pre-event recording is set to five seconds and the maximum duration is set to ten
seconds, the video server continues to record for another 4 seconds after a trigger is activated.

1sec. 2sec. 3sec. 4sec. 5sec. @ 7sec. 8sec. 9sec. 10sec.

1

Trigger Activation

m Maximum file size
Specify the maximum file size allowed.

m File name prefix
Enter the text that will be appended to the front of the file name.

For example:
Video_20110120_100341

tt

File name prefix Date and time suffix
The format is: YYYYMMDD_HHMMSS

Click Save to enable the settings, then click Close to exit the page.

System log: Select to send a system log when a trigger is activated.
Click Save to enable the settings, then click Close to exit the page.

When completed, click Save to enable the settings and click Close to exit this page. The new media
settings will appear on the Event settings page.
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You can continue to select a server and media type for the event. Please go back to page 79 for detailed
information.

Server Media Extra parameter

Enable customized folder

NAS  —None— [+ %Yo6M196D/%H
Snapsnat [ (Ve

Email ||gyetemiog |

FTP |—Nune—E||

HTTP  —None— [+

m Enable customized folder: Create folders by date, time, and hour automatically: If you check this item,
the system will generate folders automatically by date.

m View: Click this button to open a file list window. This function is only for Network Storage (NAS) and
SD/SDHC card.

If you click the View button of Network storage, a file directory window will pop up for you to view
recorded data on Network storage.

The following is an example of a file destination with video clips:

[] /20110120 The format is: YYYYMMDD
[] & 20110121 Click to open the directory

[1* 20110122

Click to delete selected items—++ Delete | [ Delete all +—Click to delete all recorded data
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Click 20110120 to open the directory:

The format is: HH (24r)
Click to open the file list for that hour

< 07 08 09 10 11 12 13 14 15 16 17 >

file name size date time
[]|Recordingl 53.mp4 2526004 2011/01/20 075828
[]|Recordingl 59.mp4 2503536 2011/01/20 0715928

[

Delete

) |

Delete all

) |

Back

]

|
Click to delete
selected items

Click to go back to the previous
level of the directory

Click to delete all
recorded data

< 07 03 09 10 11 12 13 14 15 16 17 =

file name Size date time
[ |Recordingl 58.mp4 2526004 2011/01/20 07:58:28
[]|Recordingl 59.mp4 2563536 2011/01/20 | 07:59:28

[

|

Delete

| |

Delete all

Back

]

The format is: File name prefix + Minute (mm)
You can set up the file name prefix on Media Settings page.
Please refer to page 88 for detailed information.




Recording > Recording settings |Advanced Mode]

This section explains how to configure the recording settings for the Video Server.

Recording Settings Insert your SD card and click here to test (VS8401 only)

Recording setting

Hame  Status sunm Mon Tue Wed Thu Fri  Sat Time Channel Destination

| Add || SDtest | [+] | Delete

% NOTE:

» Please remember to format your SD card when using it for the first time. Please refer to page 109 for
detailed information.
» The SD card storage option is only available on the VS8401.

Recording Settings
Click Add to open the recording setting window. On this page, you can define the adaptive recording,

recording sources, recording schedule, and recording capacity. A total of 2 recording settings can be
configured.

= Recording name: Enter a name for the

recording setting.
Recording name:
m Enable this recording: Select this option to
enable video recording.

Enable this recording

With adaptive recarding

Priority: Marmal ~ m With adaptive recording:

Selecting this option will activate the frame
rate control according to alarm trigger. The
frame rate control means that when there
@ Schedule is a triggered alarm, the frame rate will
raise up to the value you've set on Stream
setting page. Please refer to page 53 for
more information.

Channel: 1 «

Trigger

MNetwark fail

Recording schedule

V] Sun [¥] Mon [¥] Tue [¥] Wed [¥] Thu [¥] Fri ] Sat

Time
@ Always
From | 00:00 to 24:00 [hh:mm]
Destination SD -

Mote: To enable recording notification please configure Application first

| Save || Close




If you enalbe the adaptive recording and enable time-shift cache stream on Camera A, only when an
event takes place on Camera A will the server records the streaming data at the full frame rate. This
methodology only requires transferring the Intra frame data during normal operation, and full-frame-rate
videos in the occurrences of events, and thus saving users of network bandwidth and storage space.

4 Fllf %

"2 |[0J¢0 1]

| frame ---> Full frame rate ---> | frame

Bandwidth
N

for Dynamic Frame Rate Control

AN
7

Continuous recording Time

The alarm trigger includes: motion detection and DI dection. Please refer to Event settings on page 87.

m Pre-event recording and post-event recording:
The Video Server has a buffer area; it temporarily holds data up to a certain limit. Enter a number to
decide the duration of recording before and after a trigger is activated.

m Priority: Select the relative importance of this recording (High, Normal, or Low). Recording with a higher
priority setting will be executed first.

m Source: Select a stream as the recording source.

% NOTE:

» To enable adaptive recording, please make sure you have setup the triggering sources such as
Motion Detection, DI devices, or Manual Triggers.

» When there is no alarm trigger:
- JPEG mode: records 1 frame per second.
- H.264 mode: record one | frame only.
- MPEG-4mation.

» When the | frame period is <1s on Video settings page, it should be forced to make the | frame period
fo 1s when adaptive recording is activated.

» To enable adaptive recording, please also enable time shift caching stream and select a caching
stream on page 56, Audio and Video settings.

» To enable recording notification please configure Event Settings first. Please refer to page 79.




Please follow steps 1 to 2 below to set up a recording setting:

1. Trigger
Select a triggering condition: For example, event triggers might not make sense in a place full of human

traffic during the office hours. You may want to enable the triggering conditions during the night.
Trigger
@ Schedule

Metwark fail

Recording schedule

S| Sun [V Mon [ Tue [ Wed [¥] Thu [&] Fri [&] Sat
Time
@ Always

From | 00:00 to 24:00 [hh:mm]

m Schedule: The server to start recording files onto local storage or networked storage (NAS).
m Network fail: Starts recording to the local storage (SD card) in the event of network failures.
2. Destination

You can either select an SD card or a networked storage (NAS) to store the recorded videos.

Mote: To en: MAS )ﬂing notification please configure Application first

| Save || Close |

To add a NAS server, move to the Application > Event > and Add Event setting page. Please note that
only one NAS server can be configured as the recording destination.

If you have selected a NAS server as the recording destination, you should configure the following
options: Capacity, File name prefix, and Cyclic recording.

Destination MNAS -

Capacity:
@ Entire free space
Reserved space: 15 Mbytes
File name prefix | channel1_
V| Enable cyclic recording

Mote: To enable recording notification please configure Application first

| Save || Close




m Capacity: You can select either the entire storage space available or specify a reserved space. The
recording size limit must be larger than the reserved space for cyclic recording. The reserved space is
used for cyclic recording to prevent malfunctions that might occur during the transaction stage when
the video feeds are about to fill up the storage space. This value must be larger than 15 MBytes.

m File name prefix: Enter the text that will be appended to the front of the file name.

m Enable cyclic recording: If your check this item, when the maximum capacity is reached, the oldest file
will be overwritten by the latest ones.

If you want to enable recording notification, please refer to Event > Event Settings on page 79 for more
details.

When completed, select Enable this recording. Click Save to enable the setting and click Close to
exit. When the system begins recording, it will send the recorded files to the networked storage or SD
card. The new recording configuration will appear on the recording page as shown below. To move a
configured setting, click on the Delete button.

Recording settings

Mame  Status Sun Mon Tue Wed Thu Fri  Sat Time Channel Destination

o ON W W Voo 00:00~24:00 channel 5D
recordingl? OHN W W W v W W Voo 00:00~24:00  channelt HAS

| Add || SDtest | DI [+] | Delete |

Below are legends on the Recording Settings page:

Name: Click to open and edit an existing configuration.

ON (Status): Click to enable or disable the recording task.

NAS or SD: Click to open the file list produced by the recording tasks. For more information about folder
naming, please refer to page 90 for details. A file list window will prompt showing previously recorded
files.
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Local storage > SD card management (for VS8401 only)

This section explains how to manage the local storage on the Network Camera. Here you can
view SD card status, and implement SD card control.

SD card staus
This column shows the status and reserved space of your SD card. Please remember to format the SD

card when using for the first time.

— SD card status

5D card status: no SD card
Total size: 0 KBytes Free size: 0 KBytes
Used size: 0 KBytes Use (%) 0%
Format
S0 card status
S0 card siatus:  Ready
Todal size: 7310132 KBaes Frea size TOOZ2043 KBytes
Uzed sme: 2037104 KBytes LIsg [l 2653 %

SD card control

— SD card control

Enable cyclic storage
Enable automatic disk cleanup

Maximum duration for keeping files: days

m Enable cyclic storage: Check this item if you want to enable cyclic recording. When the maximum
capacity is reached, the oldest file will be overwritten by the latest one.

m Enable automatic disk cleanup: Check this item and enter the number of days you wish to retain a file.
For example, if you enter “7 days”, the recorded files will be stored on the SD card for 7 days.

When all settings are completed, click Save to enable your settings.
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Local storage > Content management

This section explains how to manage the content of recorded videos on the Network Camera. Here you
can search and view the records and view the searched results.

Searching and Viewing the Records
This column allows the user to set up search criteria for recorded data. If you do not select any criteria
and click Search button, all recorded data will be listed in the Search Results cloumn.

— Searching and viewing the records

~ File attributes

Trigger type: System boot Recording notify Motion
Digital input Metwork fail Periodically
Manual trigger Tampering detection

Media type: Yideo clip Snapshot Text

Locked: Locked Unlocked

Backup: Backup

= Triggertime

From:

(yyyy-mm-dd)

to:

(hh:mm:ss)

m File attributes: Select one or more items as your search criteria.
m Trigger time: Manually enter the time range you want to search.

Click Search and the recorded data corresponding to the search criteria will be listed in Search Results
window.

Search Results
The following is an example of search results. There are four columns: Trigger time, Media type, Trigger
type, and Locked. Click ~ to sort the search results in either direction.

Enter a key word to filter the

Numbers of entries displayed search results

on ong page

— Search results

- Highlight an item

O 2010-08-26 Video Clip Periodically Mo Mo

10:43:56
O 2010-08-26 Video Clip Periodically Mo Mo

10:44:56
O 2010-08-26 Video Clip Periodically Mo Mo

10:45:57
O 2010-08-26 Video Clip Periodically Mo Mo

10:46:58
O 2010-08-26 Video Clip Periodically MNo No
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m View: Click on a search result which will highlight the selected item in purple as shown above. Click the
View button and a media window will pop up to play back the selected file.
For example:

Click to adjust the image size

m Download: Click on a search result to highlight the selected item in purple as shown above. Then click
the Download button and a file download window will pop up for you to save the file.

m JPEGs to AVI: This functions only applies to “JPEG" format files such as snapshots. You can select
several snapshots from the list, then click this button. Those snapshots will be converted into an AVI
file.

m Lock/Unlock: Select the desired search results, then click this button. The selected items will become
Locked, which will not be deleted during cyclic recoroding. You can click again to unlock the selections.
For example:

Search results

Show| 10+ |entries Search:

Trigger time Media Type Trigger type Locked Backup

2010-08-25 Video Clip Periodically Yes Mo
10:42:55

2010-08-26 Wideo Clip Feriodically Yes Mo
10:43:56

2010-08-26 Video Clip Periodically Yes No
10:44:56

O 2010-08-25 Video Clip Periodically Mo Mo
10:45:57

O 2010-08-26 Video Clip Periodically Mo No
10:46:58

O 2010-08-26 Video Clip Periodically MNa No
10:47:59

O 2010-08-25 Video Clip Periodically Mo Mo
10:49:00

O 2010-08-26 Video Clip Periodically Mo No
10:50:00

O 2010-08-26 Video Clip Periodically MNa No
10:51:01

O 2010-08-25 Video Clip Periodically Mo Mo
10:52:00

Showing 1 to 10 of 12 entries - » Click to switch

pages

[ view ][ Download |[ Uncheckal || JPEGstoAw |[ LaockiUniock | [ Remove |

Note: "View™ and "Download” only apply to the highlight item

m Remove: Select the desired search results, then click this button to delete the files.



System log |Advanced Mode|

This section explains how to configure the video server to send the system log to the remote
server as backup.

Remote log
Remote log

Enable remote log
Log server settings
IP address:

port: 514

Save

You can configure the video server to send the system log file to a remote server as a log backup.
Before utilizing this feature, it is suggested that the user install a log-recording tool to receive system log
messages from the video server. An example is Kiwi Syslog Daemon. Visit http://www.kiwisyslog.com/
kiwi-syslog-daemon-overview/.

74 Eiwi Syudog Daemon (Version 7.1.4)

Bl Yiew Help
& B [Dipley 00 Delauh) =)

Diate Timee Prioeity Hosimame MHeazage _' -~
01122000 1521:32 Userinfo 1921605121 |[ATSP SEAVONLE Stop one session, IP=192 160.5.122
O1-12-2000  1520:31  User Infa 1921685 121  [RTSP SEAVER]: Stant one seasion. IP=192 1685 122
O1-12-2000 1520047 Spaloginle 1921685121  apalogd 1.4.1: restat

10X 3 HEH 153 0012 m0eE

Follow the steps below to set up the remote log:

1. In the IP address text box, enter the IP address of the remote server.

2. In the port text box, enter the port number of the remote server.

3. When completed, select Enable remote log and click Save to enable the setting.

Current log
Current log
Jan 2 06:51:14 syslogd 1.5.0: restart. -
Jan 2 06:51:15 [swatchdog]: Ready to watch hitpd.
Jan 2 06:51:15 [swatchdog]: Ready to watch recorder.
Jan 2 06:51:15 [EVENT MGR]: Starting eventmar with support for EcTun
Jan 2 06:51:15 [EVENT MGR]: Task conffile: there is no valid event in recording_taskxml, skip it
Jan 2 06:51:15 [EVENT MGR]: Task conffile: there is no valid event in event_taskxml, skip it
Jan 2 06:51.15 [DRM Service]: Starting DRM semvice.
Jan 2 06:51.17 [swatchdog]: Ready to watch vencslave1.
Jan 2 06:51:17 [swatchdog]: Ready to watch vencslaveZ2.
Jan 2 06:51:17 [swatchdog]: Ready to watch vencslave3.
Jan 2 06:51:17 [swatchdog]: Ready to watch vencslaved.
Jan 2 06:51:18 [swatchdog]: Ready to watch vencslaves.
Jan 2 06:51:18 [swatchdog]: Ready to watch vencslaves.
Jan 2 06:51:18 [swatchdog]: Ready to watch vencslave7.
Jan 2 06:51.18 [swatchdog]: Ready to watch vencslaves.
Jan 2 06:51:26 [UPnPIGDCP]: Search 1GD failed
Jan 2 06:51:29 [RTSP SERVER]: X*MLSParser. open /etc/conf.d/config_seamlessrecording.xml

m

This column displayé the system log in chronological order. The system log is stored in the video server’s
buffer area and will be overwritten when reaching a certain limit.
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View parameters |Advanced Mode

The View Parameters page lists the entire system’s parameters in alphabetical order. If you
need technical assistance, please provide the information listed on this page.

— Parameter list

system hostname='VS zonel' [i
system ledoff='0"'

system lowlight='1"

system date='2011/06/08"

system time='13:29:18"

system datetime="'"

system ntp='"

system timezoneindex='320"'

system daylight enable='0"'

system daylight dstactualmode="1"

system daylight auto begintime='NONE'

system daylight auto endtime="'NONE'

system daylight timezones=',-360,-320,-280,-240,-241,
system updateinterval='0"'

system info modelname='VsS5401"

system_info extendedmodelname='VSE8401"'

system info serialnumber='00ABCDABCDEF'

system info firmwareversion='VsS8401-VVTE-0100b"
system_info language count='9'

system info language i0='English'

system info language il='Deutsch'

system info language iZ='Espaliol'

system info language i3='Frani§ais'
system_info language i4='Italiano'
system_info language i5='&Ffzx-s3Z'

system info language i6='Portuguhss'

system _info language i7='g¢@®e3%"“3 =-1'
system_info language i8='g¢lé«”3d =—%'

system info language iS='"

system info language i10='""'

system info language ill=""'

system info language il2='"'

system info language i13='"' -

1 |.—y_.| r
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Maintenance

This chapter explains how to restore the video server to factory default, upgrade firmware
version, efc.

Reboot

Reboot

Reboot the device

This feature allows you to reboot the video server, which takes about one minute to complete. When
completed, the live video page will be displayed in your browser. The following message will be displayed
during the reboot process.

The device is rebooting now. Your browser will reconnect to http:/M192.168.5.151:80/
Ifthe connection fails, please manually enter the above IP address in your browser.

If the connection fails after rebooting, manually enter the IP address of the video server in the address
field to resume the connection.

Restore

Restore
Restore all settings to factory default except settings in

[] Metworktype [T Daylight saving time  [7] Custom language
This feature allows you to restore the video server to factory default settings.

Network type: Select this option to retain the Network type settings (please refer to Network type on page
35).

Daylight saving time: Select this option to retain the Daylight saving time settings (please refer to System
on page 26)

Custom language: Select this option to retain the Custom Language settings.
If none of the options is selected, all settings will be restored to factory default.

The following message is displayed during the restoring process.

The device is rebooting now. Your browser will reconnect to hitp:M192.168.5.151:80/
Ifthe connection fails, please manually enter the above IP address in your browser.



This feature allows you to Export / Upload daylight saving time rules, custom language files, and setting
backup files.

Export files

Expaort daylight saving time configuration file

Exportlanguage file
xport
Export sefting backup file
wport
Upload files
Update daylight saving time rules Browse. . Upload
Update custom language file Browse. . Upload
Upload setting kackup file Browse... pload

Export daylight saving time configuration file: Click to set the start and end time of DST.

Follow the steps below to export:

1. In the Export files column, click Export to export the daylight saving time configuration file from the
video server.
2. A file download dialog will pop up as shown below. Click Open to review the XML file or click Save to
store the file for editing. _
File Dewnload 3

Do you want to open or save this file?

Mame: config_dsk.xml
Type: XML Document, 11.1 KB
From: 192.168.5.151

ll®

Open ] ’ Save ] I Cancel

while files from the Internet can be uzeful, zome filez can potentially
harm your computer. IF you do nat trust the zource, do not open or
zave thig file. What's the rigk?

3. Open the file with Microsoft® Notepad and locate your time zone; set the start and end time of DST.
When completed, save the file.

In the example below, DST begins each year at 2:00 a.m. on the second Sunday in March and ends at
2:00 a.m. on the first Sunday in November.

B config_dst - Mowpad

Fiz Cdr Fomer View Melp

<0rd iy /DAy
cwaakinsonth>F 1 retemeek irmanthe
<Dayofweek »sunday</Dayofweek:>
aHOUrs? £ HOUF s
=S EndTimes
</ Timazanse:
«TimeZone 1gd="-240" name="(GMT-06:00) Cercral Time (us and Canada)™>
S 5TAFT T imi

zfhifexb0= shifrs
zHont -3 < HManthe
=y Day>
oulir itk T ronE B S e Cond «AwWieEk T rMonT b
<Dayafwesk -sunday</Dayofweek >
<HOUP»2 </ Hour =
a2 erartTimes
< CAdTimeée
<shifer-80</shifts
=dpont he-11 < Mant |
£y LD Ay
cwi ik drMonthxrd r et ek IrManthoe
-u‘ua}-afh'etl:>:undaf-:.fi>ay|:-fveel~ )
SHOUP=Z £/MOUr =
& SErdT i miks
</ T AmaTans
<Timezone 1d="-241" name-"aMr-06:00) Mexico cioy's




Upload daylight saving time rule: Click Browse... and specify the XML file to upload.

If the incorrect date and time are assigned, you will see the following warning message when uploading
the file to the video server.

B config_ds1 - Magepad
Tl el

CDHLYD 4 Ty -
ek nesancher i rsoofveek ineonthe
payoTwesk s Sund e /Oayofwe ek s
THOAI 2 £ H O

[

Imvalid {Monthr valus in Tinelone 1d; &40 ; & 4

e
b

CO-LyD L Ty

FoE k] resone FiweLe oo Aws ek | reannT
aynTwesk »Runda pe SDayotuesk >

= o B e T o

-+

Lz =S, shifts
11 Mt e

ek reonchisil rso o fweel-inmonths
20aynTwesk s Tund /D apaTank
<HERIF-F £ /M-
<A T ind=
2T imeZones-
cTimeTare Tds"-241" fanés""{OMT-05: 000 Hexico Ciey"s R

1] »

The following message is displayed when attempting to upload an incorrect file format.

Microsoft Internet Explorer, @

1 E The File must have a xml filenarme suffix,
-
Ok

Export language file: Click to export language strings. VIVOTEK provides nine languages: English,
Deutsch, Espafiol, Frangais, Italiano, HZ<E&, Portugués, AR, and & .

Upload custom language file: Click Browse... and specify your own custom language file to upload.

Export setting backup file: Click to export all parameters for the device and user-defined scripts.

Upload setting backup file: Click Browse... to upload a setting backup file. Please note that the model
and firmware version of the device should be the same as the setting backup file. If you have set up a
fixed IP or other special settings for your device, it is not suggested to upload a settings backup file.

Upgrade firmware

Upgrade firmware

Select firmware file
Uparade

This feature allows you to upgrade the firmware of your video server. It takes a few minutes to complete
the process.
Note: Do not power off the video server during the upgrade!

Follow the steps below to upgrade the firmware:

1. Download the latest firmware file from the VIVOTEK website. The file is in .pkg file format.

2. Click Browse... and specify the firmware file.

3. Click Upgrade. The video server starts to upgrade and will reboot automatically when the upgrade
completes.

If the upgrade is successful, you will see “Reboot system now!! This connection will close”. After that, re-
access the video server.
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The following message is displayed when the upgrade has succeeded.

The following message is displayed when you have selected an incorrect firmware file.
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Reboot system now!!
This connection will close.

s

Starting firmware upgrade...

Do not power down the server during the upgrade.
The server will restart automatically after the upgrade is
completed.

This will take about 1 - 5 minutes.

Wrong PKG file format

Unpack fail

~




Appendix
URL Commands for the Network Camera/Video Server

1. Overview

For some customers who already have their own web site or web control application, the Network
Camera/Video Server can be easily integrated through URL syntax. This section specifies the external
HTTP-based application programming interface. The HTTP-based camera interface provides the
functionality to request a single image, control camera functions (PTZ, output relay etc.), and get and set
internal parameter values. The image and CGl-requests are handled by the built-in Web server.

2. Style Convention

In URL syntax and in descriptions of CGl parameters, text within angle brackets denotes content that
is to be replaced with either a value or a string. When replacing the text string, the angle brackets
should also be replaced. An example of this is the description of the name for the server, denoted with
<servername> in the URL syntax description below, that is replaced with the string myserver in the URL
syntax example further down in the page.

URL syntax is denoted with the word "Syntax:" written in bold face followed by a box with the referenced
syntax as shown below. For example, name of the server is written as <servername> and is intended to
be replaced with the name of the actual server. This can either be a name, e.g., "mywebcam" or "thecam.
adomain.net" or the associated IP number for the server, e.g., 192.168.0.220.

Syntax:

http://<servername>/cgi-bin/viewer/video.jpg

Description of returned data is written with "Return:" in bold face followed by the returned data in a box. All data is
returned in HTTP format, i.e., each line is separated with a Carriage Return and Line Feed (CRLF) printed as \r\n.

Return:

HTTP/1.0 <HTTP code> <HTTP text>\r\n

URL syntax examples are written with "Example:" in bold face followed by a short description and a light grey box
with the example.

Example: request a single snapshot image

http://mywebserver/cgi-bin/viewer/video.jpg



3. General CGI URL Syntax and Parameters
exacily at they ave named m the camera or video serves The G2 are crpamzed m
Syniax:

[?-pamametrr=—valne>] & <pammerr—=—omnes=_ ]

Enlqlh Sel:dlglaln.qml#ltnm




4. Security Level

SECURITY SUB-DIRECTORY DESCRIPTION

LEVEL

0 ENOTTYIHALL Unprotected

1 [vaear] INONYIHAL, VIEWET, 1. Can view, httem, ik B camers
ddo_ camctyl 2 Can contol DITDO, FTE of the camera

4 [opexator] INONYIHAL, VIEWET, Operator accesit nghis mn mawhfy moat of the camesa™
dido, camcir], opersior | parameters except 2ome provileses and neteork

ugtim

6 [adman] INONYIHAL, VIEWET, Admumsiraliw acoess nphit cm folly conind the

dido, camciv], opersior, | camera ™ pperaions

sl a
[ =ITT [T}

N/A

Inbemal parameter: Unable to be chanmed by any
exten] mirrfaces.




5. Get Server Parameter Values

Methed: GET/POST

Syt

ity - b/ anoorymons petiparam ol ] <poramsizr |
[E<parameter=___]

hitp: /= cmrreracms=icpi-binfviewespriparam cp?| <paromster=]
[E<parameter=___]

iy ffcraroersssse ™ e s o o H o mrrvrsssrier— 1
e FE T P e s S e s AR L T e

[E<parameter=___]

ity /= cmrveracmes=/cpi-bin/adonn/seiparam ol < poraesdsr- |
[E<parameter=___]

Wheae the <parawsiar— thoul] be <grp=] <maws-]. H v do it specify any pamameters, all
the parameters: on the: erver will be retomed  If you tpecify enly <gnmup>=, the parameters of the
relxted Froup will be retamed

When queryme parameter valnes, the cnrent parameter valses are retumed
A toeresifnl control reqoest retom: parameter pairt 2t fllowt:
Retom-

HTTF/1.0 200 OK'v'n
Content-Type: text/himlfain
Context-T.enpth- <Jdenpih=w'\n
'w'n

“RSrameler pairss

where <parametrr pan= 1t
et oo cocew s s ln

1—...-.....-.-“_ TWELEE WAL

[<parameter pan=-]
<Jenpth= 1t the achml lenpth of content
Example: Request TP addvess and 13 response

Eequest:
http://192.168.0.123/cgi-bin‘admin/getparam cg1network _1paddress
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6. Set Server Parameter Values

Methed: GET/POST

Syniax:

ity #f-cxmrpermamesfcpl -binfanooymons/zetparam o7 < ponawsisr =cwahacs
[E=pammetrr—vane= . . _][foetnrme—=creham page=]

ity /= cmrveracms=icpi-binfvewes telpamm cp? <poromeisr: = <wilee=
[E=pammetrr—vane= . . _][foetnrme—=creham page=]

Hhrﬁd:rmﬁ-mhnﬂrmnﬁrfﬂmm rm'u' T = -d'u.rlll.l.l"_-r
LLLE LS Lt g e s L B UL L e P LR ek UL L PRI

[E=pammetrr—vane= . . _][foetnrme—=creham page=]

ity /= cmrreracms=cpi-bin/adnmn/stparam cpi? <paromsber = <valuee:
[E=pammetrr—vane= . . _][foetnrme—=creham page=]

PARAMETER VALUE DESCEIPTION
<promps <mame vake o asapned | Astarn cmives o the parametes <prowps  cromecs
retmrs =yeinrmn page= Redivect to the page ~return page == after the parameter w2

attismed The <rwhoa page mn be a full URL path or

path acomaimy to the corrent path. B yon oot thes
1t will rednect o an emply pape.

(Noie: The retum page can be a peoeral HTML file

(him, himl) E canmst be a CG1 ool & have any
exira parameter:. This parameter mnst be placed at the end
of the parametes leat

Petom-

WTTP/1.0 200 OKv'n
Content Type: text/imiain
Context Lenpth- <lenpth=u'n
wn

[“parametex pair-

where <parametrr pan= 1t

parameter—-<valne=rin

[<parameter pan=-]

Only the parameters that you set and are readable wall be reimmed
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Example: Set the IP alibvestt of server to 192 168 10 123




7. Available parameters an the server

Thuz chapier defines all the: parametert whach m be coafipored or reineved fiom VIVOTEE
network camera o video servey The prneval formmat of dewsaphon 2 hitted m the bl helow

Valid valnes:

VALID VALUES DESCRIPTION

stringl<w] Text strings shostex than “n” characters. The characters =, <> & are
imvakid

stving{n-m] Text strings kmpes than “n” characters and shorter than "o’ charactens,
The charactrers =, <> & are imvalid

passwal[<e] The tame as sring but displays “* instead

[ imtemer Amy mmmber hetween (2 — 1) and (2 — 1.

positive intege Any mumbes between €and (22— 1),

PE—— Amy mmmber hetween “m and o

domain mme<n>] | A string limsited to 2 domain mme shorter than ‘o’ charactens (ez.
warw 1bm com).

cemail addrets [<n>+] | A string limited to mn email address thorter than “n” characiess (e
joe@waw il com).

ip addreas A string linsited to mn IP address (g 192.168.11).

[ ma addess A stving Lamited to contaim a MAC address without hyphens o colom

boolean A boolean value of 1 or 0 repuesents [Yes or Nol, [Troe or Falsel,
[Enable or Disable]

<valel=, Enumexation. Ouly given valoes are valid

<valel=,

<valei=,

blamk Ablank strimg

everything intide < | A descriptin

intemer prinmry key | SQLite: data type. A 32-bit gipned intrger: The valoe i astigned 2 mmique
miepe bry the server

trxt SQLitr: datz type. The valoe iz it siving, daed nting the database
encoding (UTF-&, UTF-16BE or UTF-16.LE).

CiHERImate X, ¥ civEiimate: (g 0.0)

window size wincdow width ana height (egB00x600)

NOTE: The camera shonld oot be resttaried when parameters are changed
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7.1 System
Group: sysiem

NAME

VALUE

DEFAULT

(zet'set)

DESCEIPTION

airimg| 4]

Hoat name of oseer
(Netemk Camera,

Wirnsl e Neteroak Camera,
Video Seroe

Wirdlew Viden Server).

Tom on [0 ar e off (1] all
led miiraienrs

YTy

Pl e
S L L R Irmaiuss

:

AR amE O SySaban e W

heep™ 1o koep daie
wcharwd St i “awin’ 1o
e NTF o oynelwewree: date

Corent time of the: cysiem
Setto “herp” i keep tome
whaed Sed 1o “auin’ o
wwe NTH o oynelronre tane

mYYT Yo

Axnther errent e foemat
of the my=iem

=Ip arkdoesss

%

NTP asver

Pha not oo “slop 1o mreoke
defrult crver™ fior defamlt
valoe.

-1RG ~ 523

Indeair e and =ea
~AR0- CRAT-12-00 Enreeeick .
Eoaraiake:

~40- GRT-11-00 Moadwray

T 1 T ™

Inbamdd, Samea
300 GRT-10-:00 Hawan
350 GMT-09-00 Aladda
320 GRMT-0B00 L Vepas,
Saw Franciarn,

Vanroover

-2B0: GRT-07-00 Moontam
Tome, Deeorews

-2E1: GRT-07 00 Averara
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- GRIT-01:00 Arcar=,
Cape Verde 1S,

0 GMT Comblaea
Greenwich Mean Tome
Dwhlim,
Edmslwrrph, I xhan, Londos
40: GMT 01100 Amsteriam,
Beds, Eome, Stockholm,
Viena, Madnd, Paris

41: GMT 0100 Warowr,
Buodaye=t, Bern

30 GMT 0200 Athere,

&1: GMT 0200 Caim

52 GMT 0200 Lebowen,
Ik

13: GMT 0200 Fsrarl

120 GMT 03:00 Baphatad
Ewsait, Riyadh, Moo, 5t
Petersbarpg, Naolo

121: GWT 03:00 Iran

140 GMT 03-30 Tebram

1%




50 Tawardeneyara

260 GMT 05:30 Rangnan
280 GMT 0700 Bangkok,
Hanm, Tdanta, Ersnoryark
Chanzpng, Hong Ko,
Emala Lompur, Smpapore,
Tape

3160 GMT 03-00 Oxaka,
Sappara, Tokyn, Sexral,
Yakuink

B0 GMT 03-30 Adelnde
Darwm

400 GMT 10-00 Brighawe
Canbeara, Melbomme
Sydoey, Gnam, Viadreosick
440 GMT 1100 Mapadan,
Solomon |, New Caledoma
4RO GRT 12-00 Axeddard,

Wellmzton, Fyi, Eamchatla,

Mardall In

520 GMT 131:00 Nokw'aloba
dayheht moble <hoolean- Enahle autvarsis daylipht

Saumpe fime n e sone
dayhght soto begn | shrmg]19] Deplay the cornent dayhzht
dayheht aoio endh | chome]19] Deplay the corront dayhipht
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savinge end e

dayhrht e

160320,
-280-240,
~241-200,
-201,-160,
-140-1.20,
-30,400,
4041 80,
E1,E2 83,
120,140,
330,300 480

0 o Dinable suinmatir te

NA

Th

NA

Th

Fastart The oy afier
coralne: ey 1F cualnes
= m-aepaine

NA

Th

Resinme the system
paramer o defaolt valees
exrept (ipeakdrecss sobnet,
router, dwal, dol, pppoe).
This commond ran eooperates
with other

commarnds When
conpecaing with others the

Sy AT Will DS
mestewed o the defantt valoe

exrept for 2 moon of the

NA

Th

Resinme the system
paramer o defaolt valees
exvept all dayhipht savnp
This commond ran eooperates
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with other

commands When
conperating with others, the
gyivan parameters will be
mestowed o defimlt valoe
exrept for 2 moon of

NA

Th

Restnre the sysiem
parameir o defank valees
exrept the cogom Lanpoape
file the e has oploaded
Thes cowrrend rom roonerais

with other

cammands When
conperaiieg with others, the
gysiem parameters will be
mestored o the defanlt valoe
exrept or 2 toen of the

7.1.1 sysiem_min

Subgroup of sysiem: imfo (The fiedds m thit group are unchangeable )

NAME

VALUE

DEFAULT

SECURITY
(get/set)

DESCEIPTION

modehrowne

wtrmgf40]

V58401

o7

Iniermal medol name of the
wrver {e g JP7139)

V58401

DDA wperifie mnde] rowne of
svver (B g C5-5610). Kiis
not an DT mode] this feld
will be mpal 10 “modelname™

11 charactors MAC addvees
(wiiiaout hyphers)

12




=MODEL-BEAND VERSK)
=
Inmmape coust <inleper= (9 ol Numher of webyazre anpea e
avalable an the serwe.
Inpnape =0~{romni-1y> | shome{16] | Engleh, o7 Avalable Lnguoape beis
Dentsrh,
Espaticl,
Francam,
Haliano,
Hd,
Partupmis,
Wik,
il
msimmbnroarr moroont | <inlepers [+ Maxswom momber of coviom
lanzuapes sopparied on the
=rver
rostmmibanoges cooed Tuteper (D Ot Number of contesrn Inpnasnss
which hove been nploaded 10
the server.
shimmbnermaee =-{max | shosg NA Ot Centom Lanpoaes same.
rount- 1=
7.2 Status
Grouop: staies
NAME VALUE DEFAULT | SECURITY | DESCRIPTION
(getiset)
mpnal cO—{madeom-1}- <Pooleanz= | O 1fr 0=> No sipmal
1= Sapmal detecied
vdeomode c<l-{mndecmn 1) | osre, ninc 157 Vadeo modelathion type
pal
dy_3=0~{nh-I- <hoolran> | O irF i == Inacitoee. momali
1 == Actne, ingpered
(capalnbty ndi > 0)
do 1-0-{ndo- 1 <hboolean:: | D 1T 0 == Inactive, mmal
1 == Artive ingpered
(capalnbty ndo = 0)
b i heeor a AT Crorrent mormher of RTSP
comneri .
onhwerem hiipyresh miwper Q BT Coxrent somber of HTTP

1p




presh server comnechions.
eth D <airimge= <hlank=> 177 Gt netwrk tedforrration
fom ool
¥l i -1} <boolean= | O 177 Virtoal Tepet
0 == Iactive
1 == Artove
(capability mn = 0)
7.3 Digital input behavior define
CGivoap: ii=]-=l-d|' mali-1)e (mpabality ndh == ()
NAME VALUE DEFAULT | SECURITY | DESCRIFTION
{zetiset)
low cosed eivewit [Toertees
wiatem)
7.4 Digital output behavior define
Group: diy i<-(mde 1> (capabiliy > 0)
NAME VALUE DEFAULT | SECURITY | DESCRIPTION
(zetiset)
novrrabakaie open., open 171 Indiraie open oot ar
Eromuied closed vt [oartree
wiate)
7.5 Security
Gyoup: secarily
NAME VALUE DEFAULT | SECUEITY | DESCRIPTION
(getiset)
adrmm. aboree can contml dipital
cuiput
(rapalahiy ado = 0}
povilepe ramctrl VW, nperior, M & Indirate whirh privilepes and
aderim above can conimol FTZ
(rapobslity ptrercbled > 0 or
capabality eptr = )
ey 10 name sirma]&d] root BT ey marme of Toot:




e ¥]1=20 e

ey 30 pams

ey ¥ ]-=-Mk=- pawm

mar 10 povilepe

5% &5

ey ]2

Liner prrvilepe

7.6 Network

I rwrmers - s el
l.l.l.ull’.l. = R i

NAME

VALUE

DEFAULT

SECURITY

DESCRIPTION

-
ket

e

Am 3] bat mibepys, each bt cam be ont cyarately
aa fillovars:

Bit 0= HTTF servmsr,

Bit 1= HTTPS service.,

Bt 3 = Tom way ando and TSP Sirearming
SeTvire;

oedimes B's recorsrsssded fo set fhos
parameter when chonpe 2 serece port 1o the
e the serece may ol

pot settregs.

Fx-

Chanpe BT 1T mxt from 310 io 5556, and
changr RTP pot for video froom 5556 1o 20450,
farst

"fem-bunfadmm/setparam cm 7

metemk prepoceas—38nedeoerk htlp poot=55
56 notwork 1ip wadeopot=20480"

Netwrork conmertion type.
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resstip «dboolran: 1 &G 1 == Gt ipaddieess | solbnet, rookes, doal, does?
from DHCP server at next reboot.
0 = Use preset ipaddress. snbnet. roomter,
], and des?
paddrew | <p 192 16809 | &6 IP adiirews of server.
i 9
bt <ip chlank=- &6 Sobwet mamk
i
rowier <ap chlamk> G Defanlt paieway
aldingms
dml <ap chlamk> G Pomary DINS sexver
aldingms
dim? Tap el &6 Secondary TS s
i
=msl <ap chlauk= &6 Proomary WINS server
i
wmsl <iap chlauk= &6 Secondary WINS serves
i

7.6.1 802 1x

Subproup of netwark: ieceB2]x {capalnbiy proincol eeeR021x > 0)

NAME VALUE DEFAULT SECURITY | DESCRIPTION
(zet/zet)
enable <hoolean> 1) &6 Erable/dmable IEFE 302 1x
eapmethod Sp-pETL, 2P &6 Selerter] EAP method
sap-ils

ottty peaqp Strmg 641 <hlamk= & PEAP identity

ottty fls Strmg] 4] <hlamk=> &6 TLS adentity

pazrercad Strmg]2541] <hlamk=> & Pareod for TLS

povatekeyomoord | Siome254] <hlank™> & Parowond for PEAP

ca exist <hoolewn> a &6 CA iwtalled flax

ca_tome <imiemes a &7 CA wtalled e Keprmesernded
m EROCH

A _=ize o a &7 CA file move [ brytes)

cerhificate exnt <hoolean> a Cabifiraie maialled flap (o
TLS)

ceriificaie me <iniemEs 1] &7 Ceinfiraie meialled e
Erpremenied m FIOCH




cerhificate Sre e Q &1 Ceatificaie file xore {a brries)
privatekey pxist % M P 0 & Private key matalled fax {fir
TLS)
prvatekey tme “inkeppT 1) &7 Private key matalled time
Erpresented mm FIROCH
pEvatekey e cinfepy 0 &7 Private key file szre (m bytes)
7.6.2 QOS
Subproup of metwerk: qoz_cos {capalnbiy protncol gos cos = 0)
NAME VALUE DEFAULT SECURITY | DESCERIPTION
(get/set)
EnENE ol - 4] [ Emahle/disstle Coh ((HFE 801 1)
wlamd 1-4025 1 [ VYLANID
vden =7 0 [ Video charmel for Coh
andm 0-7 0 [T Andwo rhamel] for Cof
{capabality randho > )
eventalam 0-7 Q [T EventGknm chawne] for Cob5
mancerwarnet 0-7 a (13 Momapormest rhorme] e Cn&
eventtnmne] 0-7 0 [T Event X ontrol chonmel for Cob

NAME VALUE DEFAULT SECURITY | DESCRIFTION
(get/set)

enable <boolmrn: 0 [T Fxahle/dinible DSCP
video 053 0 [T Video chormel for DSCP
andho o563 0 6% Ande charmel for

{rapabi ity randho == ()
eventalarm 03 0 6% Eventalarm chawnel for DSCP
mancernent 019 a [ Mosaperment rhormel o DSCP
eventiomne] 053 0 6% Event muivel rhorme] for DSCP

7.6.3 IFVé
Subgroup of netwock: igv6 (capalility protocal igvs > 0
NAME VALUE DEFAULT | SECURITY | DESCRIPTION
(zet/set)

enable <hoolean: 0 &6 Enable IPvfi.




addonpefrales 0-128 #1 &6 1P+ prefix lenxth
addcxwraier <ip arkdeng <hlank=s & IP= roates addvems
addcadim <ip arkdeng <hlank=s & IP=h DS addves.
allowophimal <hoolean 4] &6 Allow nowwa by artop of TP
addrmon sottimg
7.6.4 FTP
Subprup of netwerk: fip
NAME VALUE DEFAULT | SECUEITY | DESCRIPTION
(get/set)
poxt 21, 102565535 21 [T Loral fip server port
7.6.5 HTTP
Subgrup of netwark: Mitp
NAME VALUE DEFAULT SECURITY | DESCRIPTION
(get/set)
port 20_ 1025 ~ [:++] &5 HTTPpoxt.
63335
alierrateport 102565535 | EORD &5 Aliermaie HTTP pat.
dipest
anomymonsviewng | <boolrans a 1745 Erable amrymoos, shreanmmge
FAERIIE
Subproup of netwark: bitp c<8-{n-1}= fixr n charme] productt and © & channe] coont] 1-n]
NAME VALUE DEFAULT SECURITY | DESCRIFTION
(zet!set)
of] arresooene strmp37] Fuades g 1% HTTP srver push arreoy name
fwe=1 Tox elowyme] & chreown 1.
“widend mppgr” (rapainlity protocol qresh_mipe
fiwc=2 =1 and
“vuden? mypE™ cayaia ity versedh vt veom = )
fowr =23, and oo
on
al arcesoowne strmp37] “uaden]-2 mypx | 1f6 HTTP srver push arreoy name
“we=1 fox clowyme] & chroown 1

e P My P
Wi .5 RiR

®frp="1 amd

el i v b ] rore——
LSRNy SR SoTmE  RRA) e

=1 and




o0 L capbl by Tersedi tream = 1)

For compatibility, metwork btip 1<8-{t-1}= acceoaawme are reseroed, t = o*m for n chasnel
prodncts, and m e thream momnbes pey chanme]

*Note: We n prt n by (capalnlity nvademsn), and #et m by (capabality nmediathesm).

Beude: we map the firtt streamn of each chanmed: network bttp ox-{n-1}= 30 accexsmame in
metwork btip s<0-(n-1)= sccessaares anid nmp the second stream of each channel-

metwork btip c<-{n-l)- 3]l acecnsme to netwirk hitp s<m-(a*2-1)= accessnanme and %o
o

Take V5£40]1 a2 am exanmple, channel 1 siveam 1: metwork kitp o sl accesoaame 3 mapped to
metwork btip i sccecmawme and channel 1 dveam 2: wetwork bitp o 31 accesmame 1

rrerrmed 1o meteoerlc httn wd srrecomsmne
TG 10 ek Sl BT EOISELYEEENE

7.6.6 HTTPS port
Subgroup of metwerk: btps part (capability protocel bitps > 0)
NAME VALUE DEFAULT | SECURITY | DESCRIPTION
(get/set)
port 443, 1025 ~ 443 & HTTPS pxt
53535
7.6.7 RTSP
Subgroup of metwerk: rixp {capability prvocol tixp = 0)
NAME VALUE DEFAULT | SECURITY | DESCRIFTION
(getizet)
port 554, 1025 — 554 1% ETSPpoxt.
5535 (rapminhiy protoes] riap=1)
F T chooleas™ 0 1% Erable asrymoos shreamime
VIR,
anitenode dmable dmable 1% RSP andhendeaton mods
hamnc, (rapainhiy protocol vigp=1])
hizeat
Subgroup of netwark: rixp c<0-~{n-1}- for o chanme] products and c 1t chaone] count{]-n]
(capabilty protacolsisp > 0)
NAME VALUE DEFAULT SECURITY | DESCRIPTION
(get/set)
ol arrrsooere stonp31] irve adip™ 156 RTSP acresn name for chamnel
Ere=1 catream 1.




“Trved wip™ {raplahty protocol rigr=] and
Exe=32. capability e rdicertresm > O
rve] =ip™
Exre=3,
and 50 oo

al_ arresaoere stomg{32] Treel-1alp” | 156 ETSP arrs name for chanel
Bxe=1 calrsam 2.
lrvel-2 adp™ {rapetahty protocol risp=1 and
Ere=1 capali iy nmedostieam > 1)
and sn oo

Fu compatinlity, seiwork risp sd-{i- 1} accexmamse a1e eterved, 1 =n*m fim n chanmed
prodocts, and m e tiream momnber pey chanmel

“J'-F 8

1 Lhlm ok wew T ol ] s vervscssds w sdesoees 't
o Lmis DR AL Uy LFRLILY IR WM ATILL F i

Beudez, we map the firth siream of each chammed: network rixp o<dk-{n-1) =0l acceaname in
metwork risp s<dl-{m-1)> accesmame and map the second sivean of each chamnel-
metwork risp c<l~(n-1}= 51 accexsmame 0 neiwork rixp sm-~-{m*2-1} acceccmawe and so

Take V5£40] 22 am exanmple, channel 1 siveam 1: metwork risp ol < accessaames 15 mapped i
metwork rizsp 30 accexsmame and chamne 1 tiresm 2 setwarrk risp o x1 accecsaame 18
mapped to metwirrk risp =] accesmmarme.

T40.7.1 RTSP mmHicast
Subproup of setwerk rixp c<l-{n-1} x<-{m1)- multicast fiw n chane] prodocts, ad m 2
siream mumber per charmed, © 12 chaone] count]1-n], 5 12 siveam commi] 1-mi]
(capability protoeol rip muilticast > )

NAME VALUE DEFAULT SECURITY | DESCRIPTION
(get/sat)

alwayarsiticast | <hoaleans o 44 Emable abaays malheant

apackdroes <ap acinpee Fox steam 1 of all 44 Muliwant TP aldrecs




Fox vteam 2 of all
chamnel
235128 1 (530} for
chawne] 1 shream 1.
2353 128 1 (100+n] fox
chawne] 2 shream 1 amd

Foxr vteam 3 of all
chamnel

235 128 1 (93+n*2) for
chamne] 1 shream 3.
233128 1 (100+-w*T) for
chawne] 2 shream 3, amd

videoyat 1025 - 55535 Fox stoeam 1 of all 474 Mnliwant viden port
chawnel-
3514

For stoeaan 2 of all
chawnel
3560 4 (s-1H{r-1)*3
And smoan

anchoycat 1025 - 55535 Fox stoeam 1 of all 474 Multwant andin port
chamnalk: {capal hiy randhe == 0]
3514

Foxr stoeam 2 of all
chamnels-
556w 4 He-1]%4

+ | . L 15 ArA
L i - -

- A =T

F
i.
:

e

Fu compatinlity, seiwork risp s-d-{i- 1} mmliicasd ave eterved, | =n*m fw n chammed
prodocts, and m e tream momnber pey chanmel

*Niie: We n pet n by {capainliiy nvadesn), and #et m by {(capsinliy nmediathesm).

Beude:, we map the firtt sireamn of each chammed: network rixp o<db-{n-1) =0 multicast in
metwork rizsp s<dl-{m-1)> mmliicast and map the second siream of each chanmed -
metwork risp c<l-(n-1)= 31 mmliicax o netwerk rixp zon-{n*2-1} mmlficas and 2o on.
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Take V5£40]1 a2 am exanmple, channel 1 siveam 1 12 mapped i setwork risp sl mmiticast and
chanmed 1 siveam 2 13 mapped o sefwerk rixp 34 selticast

7.6.3 SIP port
Subproup of netwerk: xip {(capsisy priviocol sp= )
NAME VALUE DEFAULT | SECURITY | DESCRIPTION
(getiset)
poxt 1025 ~ 65535 S060 1/ SIF pext.
7.6.9 RTP purt
Subproup of metwerk: rip
NAME VALUE DEFAULT | SECURITY | DESCRIFTION
(zet/set)
videoyoat 1025 - 85533 | 5556 [ Vadeo chomnel port fiw ETF.
capalili L sip, mricant=1}
anchoyat 1025 - 55533 | 5558 & Andip channel port & RTP.
— Lstp, wrricet=1}
7.6.1i PPPoE
Subgroup of netwark: pppoe (mpability proincol pppoe = 0)
NAME VALUE DEFAULT | SECURITY | DESCRIPTION
(et/set)
pasa perraend[i] | <blank= &t PFPPoE acroont pasrercad.
7.7 Ipfilter for ONVIF
Gromn: i
NAME VALUE DEFAULT SECURITY | DESCRIFTION
(get/set)
enable <hoolean: o & Enable accem hst
fillermg
admn_enable ool o & Enable ademmstrator IP
addenan
admn_3p Simnp{441] chlanl= & Advostrator TH
addreo_




maxroawection 1-10 10 & Maximm rember of
et st
e tion{=).
Lype 0,1 1 6/t Ipfiltey policy :
0 == allowr
1 == dexry
<1p adldvess=
Network
allivess: <ip
arlivess /
nebemk mask--
Banm
aflivess-<giavt m
aflivess - e 1p
allivess==

7.8 Video input zetting per channei

Group: videsin c<{-{n-1)== for o channel products. and m 1t siveam momber

NAME

VALUE

DEFAULT

SECURITY
(get/set)

DESCRIPTION

|

aio, ol

44

“omin™ indwatvs aoio
white labnro.
“rrarmal” muheaton kesp
carront valoo

0,1

£

0 =>mmnchrome
1= ok

Fhp the mmape

£|E

Mhoror the e

I

=]

P |

A 3l tiepr, each b

cam be et gecrately

B 0= Soppart camera
contml fimctxr; O{not:
soppart), 1{xmport)
But 1= Bailli 5w o
exbrrmal ranera; 0
{exiemal), 1{bmk-m)




Bit 2= Sopport pam
operatar, ({pot spport],
1 (snpport)

Bat 3= Sopport il
operatar, ({pot spport],
1 (snpport)

Bt 4 = Swpport sse
operatar, ({pot spport],
1 (snpport)

Bit 5= Soppart focx
operatar, ({pot spport],
1 (anpport]

LR L]

3=

mimganmra

r

Overay time stamp and
earlooe caphon an vden.

s={m-1 endeciype

¥

Video codec type

s=il~{m-1)_reonlebios

s {m- 1) _rafioemrect

IEER T

Clhompe reanbetios o fit
4-3 raitn.

DN ACIF{ 20 T4 x5 75)
-= (TeBx5TH)
CIF{A5x1RE) ={3ExIRE

D ACTF 720/ 704481

g AT
- LIFETa

A

CIF[5 x40} (320240

s {1 | imbraperi

350, 500, 1000,
2000, 3000,
2000

1000

Inta fame penod ™

2-A-{m-1J_mpep_ratecost

char, vhor

b, constant bitrate
vi, fix qality

in




z<l~{m-1) mpepd quamt

0-5

100

zil{m-1}= mpegd gualee

1-=31

s=l~{m-1T | qerrent

1-=100

| Ditraie

1 OoCa0}-~- M0N0

31200

1000

ALl
e

n




=i~{m-1 hMd gualee

0-31

s<i~{m-1 KM gpercent

1-=100

43

ncl{m-1) b6 bitraie

1 OoCa0}-~- M0N0

3512000

ncl{m- 1) W64 mmafiame

1-30

neiD-{m- 1) 164 profile

s-~{m-1_rppes quemt

0~ 599, 100

A% - ]}._F_ = [ ]




s=i~{m-1_ mpep gpercest

1-=100

Sed quahty by pecentape.
1- Woarst qabty
100- Bemt quality
{r-t{m-1)_mgpeg e
ot = 100)

s<i~{m-1 e maxfam

1-=30

St oo frame @Eie
m fpm (for JPEG)

7.9 Image setting per channel
Gronp: IIIEL ﬂ-ﬂ-{l—l)a-ﬁlrndlnﬂl:mdnm

KIAKIE
LW

SRLTELY

LTATTTR
Wil AL

FFEATTT'T

Y
LAl rhhs Lok

CEMAMTRTTY
o e A

AR L L

(get/set)

nghines

§-5,100

100

§-%,100

100

5-%5,100

100

¥Nole- Thx 15 mserved for
campatibiliy, 2 we recosmrread
clonsmy o nse “contrastpercent™.
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-3=5,100

100

Adpst shaypres of imape
accarding tn mode sethings
100 means oo
“hormsspercent” .

¥Nole- This 15 rerved for
campativizty, 2 we reroammead
chan=ing tn nse
“hormsspercent” .

perceEntape.
Dankoe 0 <= 100 Bophier

Y

Adwrycd st of s b
SRS EEOTA D O D Y

percEniape.
Lems @) coo= 100 More satorahios

Admat roniad of rmape by
percentape.
Lemg O === 100 More contrasi

0~100

Admat shaypewes of ma e hy
percentape.
Softer 0 <> 100 Shorper

m hewreewdal

m vertaal

deinterlace proble

Emahle de- i lace

deinterlace mode

THEE

E| &

pexform de-mierbre an 1t This
Tt oy e Teareee

Blend UJse blend methnd o

PO OE -

IBFE_edpeenable

Emahle e enlomreament

IBFE edpecirength

1~ 11K

14

£|E

Adpst edew enhancernent
sivenpth 1 18 rooormom awd 125 =

IBPE_mrenmble

IBPE mowde

g E

Admat neims redoctn mnde

1 = DelGamaan
2 =7 Delmpalae




3 =x DeGaomsian + Delmypralse

IBPE _norsirenzth

1~63

44

Admat novse redocton strenpth 1

15 e m and i 15 meooom.

*Note: Saving valoe between -5-+5 Ip “briphines™ will save iin rorecpandimng valne to
i latrsemsspserrent™ axterratically, and fhen the vale of“hrizhtnes™ will be st ok 4 100 o take efat
Svme valne @ “whoabion”™, “cantreet”, or “dharpaec™ e fhe same hebaior

7.10 Audio input per channel
Group: awmfiem o-d-{m-1)= for n chamel prodncts {(capsbalsty madom={)

NAME VALUE DEFAULT SECUEITY | DESCEIFTION
(get/set)
i 01 1 174 Faohl: =Ko i
L rri o H: i A AFTT AaEENLLE CELELENEE LELRGNEC
gam 0~15 ! 44 Gam of mpat
ofl p71l mode T, pos 44 Set 711 mode
il

7.11 Time Shift settings

Group: tewedift, ¢ fim n chane] prodocts, m 13 dtoeam momber (capabliby tmesin ft == 0)

NAME VALUE DEFAULT |SECURITY | DESCRIPTION
(zet/set)
enable <boolear> 0 P Enable fime shift shreamig.
c<O{a 13 w<t{ | <boolesm> ) a4 Enable time shift sreaming fix
m-1}- allow sperific rireown
7.12 Motion detection settings
Group: moties c<(-{s-1)- fin n chamme] product
NAME = VALUE | DEFAULT |SECURITY | DESCRIPTION
(getset)
enable <houkean> | 4 Enable motics detertin.
win_j<0-2= mable | <boukar> | O 47 Enable motins window 1-3.
wrin,_j<0n2> pame ari K] | <larke- | 44 Feame of maficn window 1-3.
win,_j<0-2> left 0-10 |0 T Left coordinate of mindow
position.
wrin_j<0-2> top 0-20 |o 44 Top enandinate of window
positios
win_j<0-2- wilth  |0-3X0 |0 Ty Width of metion detection

1%




win,_j<-2= height

444

D2 ol

Perrent of motan detechan

wm_0=2> semmibivity

Cemit rwity of motion detedt:

7.13 Tampering detection settings
Group: iampering c<ll-{n-1) for o chanme] product {capabahty amperme = 0}

MAME VALUE DEFAULT | SECURITY DESCEIPTION
{Zet/set)
enable choolean= (O 454 Emhle or disable tarmper dedection
threchold | 0 ~255 32 199 Threshold of tamper deterbios
doratios 10— 500 10 454 Htampersg valoe exceed the “Hreahold’
S mare fhan "doratine® second(s), then
tarnper detection i tripmered
7.14 DDNS
Group: ddesx {q_:ahiliijr_nﬂﬂ.}'l}]
NAME VALUE DEFAULT | SECURITY | DESCEIPTION
(zet'sef)
enable <boolemn:- 0 & Enable or dixable the dynamme
DNS
povider Safe 100, Dyndmlly | &' Safr 100 = aafi=100 et
Dryndveroiom, (dynamr)
TZ0, Dyndvetosiom == dyndim o=
DHS, ({ru=iom)
Dyninterfres, TZA} === tro.com
CovtomSafe 100 DHS = dn o=
Dynnterfree ==dyn-meterfres it
CovlomSafe 100 ==
Coviom serves o safe 100
meihod
<prpwide= h | strizg{128] bk | &6 Yoo DIMNS homtmame
osinAme
puovider= w | shring]i4] hlak> | & Yiur weer mame or email o kegin




e | o the TS servire proreider
<prorvider pas | shomge{d] <hlank= & Your paecword or key 1o loam to
mowcarclony the DDMNS servce prowrder
<proder= e | sirmpl128] cchlank= G The server mame finr sade] 00
s (Thm field only exisis 1f The
povkder = cestoneafe 1000

7.15 UPnP prezentation

VALUE DEFAULT SECURITY | DESCRIPTION
(get/set)
;
7.16 UPnP port forwarding
Group: spapperifewardimp
NAME VALUE DEFAULT SECURITY | DESCRIPTION
(get/set)
enable “hoolean’ Q & Erable or dixsble fhe UPnl poat
Torerarding sruxe.
upopnatstaiog 0-3 g &7 The statws of UUPnF port
Torerarding, veed mbernalhy.

0=0E, 1 =FAIL 2 ==n }GI}
romter, 3 = oo seed for poxt

Torerarding

7.17 Express link

CGiroup: expressbmk
NAME VALUE DEFAULT SECUEITY | DESCEIFTION
(Eet/set)
aiaie anlychedk chlank= [T “onlycheck™ - Yoo have to et
anbyoffime, the hoat name of yoer cameaa and
checkonbne. e "Repsia™ botion 1o regisher
badwetaxwk i
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“cherkontme™ : Fxpress link 15 oot
actove
“Draadwetemk™ - Bxpress [k =
ot sopparied onder This netoork
enviranment
md airing]64] chlamkc [T The URL to coonect to this
cameva by express Ik
7.18 Systemn log
Group: sysog
NAME VALUE DEFAULT SECURITY | DESCRIPTION
{getizet)
enableveurieky <hookown: 0 & Enable remote log.
SR <] addrpey- chlamk= &'t Log server TP adelress
serverport 514, 1025-63535 | 514 &6 Server port wed for lngx
Jewel 0-7 [ & Levelk wend o dedigpunh
the tmportame of fhe
oot
O LOG FMERG
1: LG ALFRT
2 LG CRIT
1 LOG FRE
4: LOG WANNING
5 LOG NOTICE
& LOG THO
T- LOG THEBELG
7.19 Camera PTZ control
En'mp camcirl {mpﬁiltjfﬂnmtﬂ_]ﬂtptnm.l 0}
NAME VAL AL Al U I I e L o ol L
(et/set)
enablehiiptore] chookeaw 0 44 Emable HTTP tooe] fix
camera cantml

Group: carsectrd e<0-{m-1)c- for o channe] product {capabahity pizenabled)

MNAWME VALITE EFATIT: SECTIRITY ESCRIFTION

(get/zet)

parmpesd S~ 174 Pan spend

Iz



tilisperl 5~3 L 114 Tilt spesd

roomapead S5 a 14 Znom speed

Incwwspeed a3 L1 114 Anin forom spesd

et <O{mprest-1) | stosgfd0] <hlank™ 114 Name of the proosd loeahion

I_rame

nart O=(m-1lLm |0 114 Selert pmresperdimg wart

u UART (raptalily woart=0)
ot

camerand 02535 1 14 Camera I controllmg extermal
PTE camma

hometype <boolran L1 14 Tha attribwrie defoes whether
the HOME eormmowd
0 Une the: preost poctios 0 as
the horme poshon
1: Une HOME cowmmond {3f
the cameaa sopparts ]

Eptx 0-1 L1 114 C- decble PTZ rovroands.
1: emahle PTZ commands with
PTZ derver.
2: emahle PTZ coanmands wath
TUART toowe]

dhashlerralonpi= ool L1 14 Dimable mobins detertion on
PTZ operatan.

patrolweqg ahowe] 1207 <hlank=- 114 For exiermal devaee]
The mdex= of patrol pomis,
separaied by ~."

patvoldwre g shomge] 16407 <hlank=- 114 For exiermal devaere)
The deeellge tome of cach
pairol pant, syarated by ="

7.20 UART control

Cinoup: mari (capabality mart > 0)

NAME VALUE DEFAULT SECURITY | DESCRIPTION

(zet/set)

pldrvers_i<0=19, siomefd0] «hlank= 114 Name of the FTZ drrver.

I¥F mamna

pldrvers_i<0=19, siome] 12H] «hlank= 114 Full paih of the FTZ dnve.

X locatios

D




enablehtiytnmne] ool 1) 44 Erable HTTP terwed chonmed
to contml TTART
Groop: wart i<lk-{m-1)= n 1% nast port coumt {capalnlity rmant = 0)
NAME VALUE DEFAULT | SECURITY DESCRIPTION
(zet/set)
bandote 110,300.,500,120 | 9600 a4 St el rate of QOB port:
0. 29003600430
0, 7200 9600, 192
00,3300 57600,
115200
datalrit 5578 £ a4 Diata britn in a character
BEame
partylot (T % none 44 For erroxr checkonpy.
odd,
ETER
— 12 1 Fi7l 1
215 databatind
21
naxtrmnde r=1RS, r=1R5 444 R5AE5 o K5231
m23il
mstomdreemd §<0-9 | siring]12E] olank 14 PTZ cormmand for enstom
2 TS
speedbnk <015 = | stomef40] cchlank= 14 Addierg] PTY: commmmand
T DI
wperdlink_j<D-15= ¢ | siringf40] hlamk 14 Additierg] PTZ, coammand
md bt
pladdriver 0-19, 128 Fi7l The PTZ. driver i med by
127 {rnstm), (no dirwen) than COM poxt
122 {no driver)
7.21 SNMP
CGroup: smamg (e bality sxemm = 0)
NAME VALUE DEFAULT | SECURITY | DESCRIPTION
(get/set)
w2 -1 0 [T SNMT v2 emahled 0 fix dimble,
1 o enahle
3 -1 0 [T SNMT v3 emahled 0 fix dimble,




1 for enable
SECTLATET & strngf31] Povaie Eradfwrite orcority name
SECRIITETE strnp31] Poblic [ Erad osdy secomity mowme
parrrcrd
parrrcrd
anthiypern M3 5HA M5 [ Erad oy anflenticaten type
rnioam shrinelB-1 28] <hlnk= s Hrad muby paorsrcand
encTypypers IES <hlank> [ Eradiwrite enrryphion type
encTypypern <hlank> [ Krad osdy encryphion type
reTom—Tty strmg31] Prrvaie [ Rrad'wrile commumsity
rocommasity strnp31] Puhlic [ Erady anly commmmity
7.22 Layout confipuration
Group: byyeei
NAME VALUE DEFAULT | SECURIT | DESCEIFTION
Y
Jopo defanlh <hoolmmz | 1 |1/ 0 =2 Cnstom lopo
1 == Dbt logo
Jopo Ik stomg{d0] hiipfoww. | 1M Hyperimk of fiw= lopn
vivolek rm
Jopo poweriyueik hdiden <hboolear> | D 176 0 == deplary the power by
wrvoiek loro
1 = Inde thes powrer by
wrvoiek loro
theme ophon 1-4 1 176 1=3- Do of the defnlt
e
4 Coabom defomoten
theme color font stomg] 7] Fgiiaiag 15 Font roler

11



theme color confisfont siome] 7] SITHT 14 Fant color of contiporatons
aea
theme ool titlefont stomg] 7] Fod ey o 176 Font rolor of video title
theme color controlbackpmn | stomge] 7] BE5E56 1’6 Backprmend rolor of comirol
d awa
theme color confirhackprmend | dompe] 7] #313132 |1/ Backproond rolar of
confipwraton aea
theme color wdeobackyoond | dompe] 7] B565656 /6 Barkproond rokr of viden
awa
theme colmy caon siomg] 7] #32131232 /6 Frama mlor
msimnbotion manaliripEer 1 | <booleEms | 1 /6 Shurer o hode ool i
howr (V) bwiton o hownepa pe
0 - Hadden
1-="Vmble
7.23 Privacy mask
Group: privacymask c-<8-{s-1)- fix n chammel produxct
MNAME VALUE DEFAULT SECURITY | DESCEIPTION
(get'set)
enable <hookean- 0 414 Enable privacy mask
wm 104> pnable | <honlean- 0 413 Enable privacy mask wsdoo:
=mn_ 04> name ahrime] 14] <hlask= 44 Name of the provacy mask
oo
=m_=-4= =h 0-327392 0 444 Left comrdinate of windorwr
po=ihos.
=m -4 top 0-2HIEE 0 444 Top mardnake of wndow
po=ihos.
wm_ri4- wndth | 0-3X352 0 474 YWidth of povary mask windor
wm 14 hmeht | 0-2307288 0 44 Herhi of prvacy mosk
ol
7.24 Capability
Group: capability
NAME VALUE DEFAULT SECURITY | DESCEIPTION
(get'set)
ap httpeeraon 0200 X o7 The HTTF API wersamn




Serves hootep time.

Number of TR mierfaces
(Eaommend o oo x for
bl TE and exhr o

Nomber of FIEs.

B.

Mamber of digital inputs

<poailToe
Inktep
a,
posiToe
Inteper>
a,
posiToe
Inteper>
0,
poaiToe
Inteper=>
mvi Q, 4 1 Momber of virtsal npois
Inteper>
ndo 0, Number of digital reipots.
“<poaiToe
mteper>
e 0, MNumber of aadic ety
“<poaiToe
mteper>
nahoout a, Humber of aadic oulpoi
“<poaiTee
miepes>
mvideom <pmeainee Humber of video maprain
miepes>
mdecernfile <poattoe Number of video st
Imieper> profiles
s chaonels.
mvidecmething <poaioe Homber of video settings per
nahometting <yt Homber of aadio settings per
mieprr> charmel
ot a, Number of TAKT mierface
posiToe
Inteper>
b il 0 coprbyos a oy Ml oof prartizen parfijle
Inteper>




0, <pomiive

189

Ofrot supyxat), 1 suppart)
Bit 7 == Exterrmal or bmik-m
P, Ofbuilt i), 1{exienal)
Bit B = Tovalidate bit 1 ~T;
Ot 1 ~ 7 ane vahd},

1(bit 1 ~ 7 are merwalhidl]

Bit 9 == Keserved Tt ;
Imvalidate Jens pan, I ikt
ews o, bews forom,

wm e,

Offiekis are valid),
1{fels ae omovalid)

Indwairs wiether tn seppari
wlowless plox-m

0, <pomiroe

A 32 bt reteper, parh ot can
e srd seqowraiely a5 ollow:
Bt O =2 wiream ] sopyoin
e TE or mat

Bt 1 == wiream 2 copyoin




0, <pomiroe

Jms hl

0, <pomiroe

0, <pomiroe

Jms focwm

0, <pomiroe

0, <pomioe

45




npweset 0, <pomiTee 0 or HNamber of preset locatons
Inteper>

poincol hitps < booksm = 1 or Indwate whether in sepport
HTTP over 551

poincol_tisp < boolmm 1 or Indicate whether in sepport
RTSP

poincol. p <hoolean: 1 or Indwate wiwther tn ssppart
11 ]

protncol._ maxrornest | <posiToe 10 (14 The maxrrmom alkorered

POncol, maEFmETm | CpEaEnee 16 g The maxsmum Seneral

protocol maxmerosn | <posiTee a (14 The maxrmom mepapoel

poincol 1ip mulhea | <hookean: 1 or Indwate wihether tn seppart

at_ aealable molheaat

scalable

poincel sip mulhva | <boolean: Q or Indwatr whether tn ssppart

st backchawne] mulixast

hackrhowne]

poincel 1ip top <hoolean: 1 or Indwatr wiether to ssppari:
RTP ovex TCF

poincel_1ip hitp <hoolean: 1 T Indicatr whether tn ssppart
RTP ovexr HTTR

poincel sposh mype | <hoolean: 1 T Indwatr wiwther tn ssppart

=4 oerver pramb MITPEG

poincol =omp <hoolean: 1 or Indirate wiwther tn sepport
SNMTP

poincol._peb <hoolean: 1 or Indwate whether tn ssppart
IP=h.

poincel._pppoe <hoolean: 1 or Indwate wiwther tn ssppart
FRaE

poincel. weellllx | <hoolean: 1 or Indwate wiwther tn ssppart
IFFEESD2 1x

poincel g oom <hoolean: 1 or Indwate wissthor tn seppart

poincel_qgoe darp <hoolean: 1 or Indwate wissthor tn seppart




poincel ddws <hoolean: 1 Indwatr wiwther tn ssppart
DIONS
videosn type 0,1.2 Q 0 == Intwrlaced CCT
1 === Propmesanme CCTY
1= CMO5
videosm resolrien <a het of QCIF, Arailahle recnbticam bnt
availahle CIF,
m=oloten 4CTF,
seyowaied by In
o
videan maxframerat | <a hat of 30, Asailahle maxwom frame st
e availahle K.+ 3
maxm frame | 30,
e syarated 30
by commass
videoin codec mpet e, | mpepd, Axailahle roder List
Lr ngper,
K15
tmnethaift <hoolean: 1 Indwate wissthor tn seppart
andwy mer <hoolean: a Indiratr wiwthor tn seppart
oot erhe camrellatims
ando exto- <hoolean: 1 Indirate whether tn seppart
external nocrophone mpat
andwy hwesn <hookean a Indwate whether tn sepport
exteraal hoe mpot
{Ht wall be replaced by
andho e amd ando extom- ]
aho bneont <dhookean Q Indwatr whether tn ssppart
bne: it
ancho headphowersi | <boolean: Q Indicatr wiether to ssppari:
headplune relpet
anhom coder aacl, g, evll Azailahle roder hst for andw
g1l e
nart hiiptoene]l <hoolean: 1 Indicatr whether tn ssppart
HTTP tmme] fix UTAET
Traefer
camch] hitptosne] <hoolean: 1 The attribvete dicates wiether

47




aedinge camera rondrol
coxmmards throoeh HTTP
e 15 spporied.

0: Not sopported

1: Sopparied

camctd] prreilese

Induairs whethes tn seppori
“Maraze Poviless™ of PTZ
comiml 1 The Secory pame

I et senlr
S oy

egi-inArimrend i

Indicats transmenn mode of
The marhe TX = server, Kx
= rerver box, Both =TWE_

Indwair wiether tn seppori

Induair whether tn seppori

dervairee horamd

Indwate whether tn sepport the
wparade firoctyn for fhe
derrvatree band For example,
if the valee 1 tree the VWTE
prodoct can be oppraded o
VVEX [TCVV-=TCH N ia

Indwats whether tn seppart
HTTP tnrmed fiwr eoomitfrmsived

y
1

€

T =

Indwais wiether in seppari

Joyatirk romirol

g

Mevha files are sdexed m

0, <pomitee

mumber of 2y media stream.

Indwats whether to ssmpart




verson_oovifdaeano | <sinmes <hlawkc T Indcate ONVIF dacmon
n Ve
veeon. ooviferent | cshomes <hlamlc= 10 Indicate ONVIF rvent verans
media iotalspare <poaitoe S0000 o7 Axilable memary space {EB)
Intepe for madia
media sapshnt @ze | <positee 12 14 Mo wre {EH) of ome
pemecand Iiepy snapshot Tiage:
media sapshel o | <poaiToe 7 T Maxmymm saymbnt momber
vt Intepey= before roent neomred.
media sapshel o | <poaiToe 7 T Maxmymm saymbnt momber
posiexent Intepey= after event peomred.
media videoclip ma | <positee S000 19} Maxmom woree {EH) of a
media videoclip ma | <positee x 19} Mt lengath (secvwd) of 2
media videoclip ma | <posiinee a 1y Mamm deration (secnd)
xpresvent ] after event pcomred 1 a
7.25 Customized event zcript
Group: evest coslosniaskfile i=0-2>-
PARAMETER VALUE Default SECURITY |DESCRIPTION
(et/set)
D stomefd 1] NLILL &7 Coaiom scnipt dentificataon of this
ety
daie ahrmge] 17] HLLL &1 Date of coviom scrpt
||:imz wiring]17] NIILL &1 T of exinem sevipt
7.26 Event setting
Group: evest i<0-2=
PARAMETER VALUE Deafault SECURITY |DESCEIFTION
(get/set)
enable 01 (1] &6 Frable or dixsble this event




01,2

1-599

il E

“bool™ = System boot
“dh"=TIhstal mypat
“motan™ = Video moobim

“meq” = Penpdir condian
“rperarfu™ = Barsrdwnm
B e

A mmmmaa r

“tampermp” = Tamper delechon
sl = Vickem imgrnt szl

“ ireriore” = Viden inqut signal

“ei°= Virteal inpot (Ml
(npger)

The states o event tripeer

& &

Trcliraie the srerce i of & toEper.
Ths field 15 requwed whes togper
ronditiom 15 “di™.

et The LSE ndirates TH O

Indiraie the amwrce u of w1 ioEper.
Thx field 15 requered whes togper
codihiom 15 .

et The LSB mdirates VT 0.

0~255

Indiraie fhe smrce of the
repreaents one chawnel, and the
ISE mdwates rhamw] 1.




vinpmal 0~ 255 ] Trncliraie the ararce of viden ot
chawne], and the I 5B ondi rates
Firedore 0-295 o
mdwm ey o
b 1-999 1
rmreekoday 0-127 | W1}
[beEmire hhmm 00-00
mdibme hhrm 2400
acton do ¥ 0-{ndo-1 (0, 1 o
| ehle




adtan do ¥ 0-{ndo1)y- |1-999 1 &5 Doraban of the dipital colpot

| doration (e T seronds .

actamn do ¥ O={ndo-1)y- (0=-999 [ [ The delay tome needed before

| delry Iﬂmﬁ! digital ootpot (in
seconds)

actamn poin c<l~{nvides|<boolram:- [ [ Indiraie whether recalling the

w1} enable poition 15 enahled
-
1: Emabled

actamn poin ccl~{nvides|vtomgd 40] <dhlank~ & The preset positon same waed

m-11 mame recalloe.

actum of eshle 01 0 & Frable nuvha write on CF or other
loral skwape madia

actwmn of folder ahomp] 12K] MILILL & Paih 1o sivwe maedia

actam of mwedha 0=7.101 NLILL. & Index of the attached mexha

actun of dateinlder «dhoolean: 1 & Enable the to creatr fulders by

actun of backowp «dhoolean: 1] & Enable fhe capainhty of hackong:
fop reccrdier fiies to the 513 cand
rwrhen netwrodk 35 Lot
C- Thahled
1: Emabled

actan server <=4 e |0 1 o &b Enable or dixable this sorver

able actamn.

atew cwrger ofiedn g 1027 101 MLILY, &5 Py o the attachod yewha

edha

actomn server 1<0=-4> da |<booleamn:- o &t

(e Relleer

actamn server 1<0=4> o |virnpd40] RYRMRDE (&6

Idersore H




7.27 Server setting for event action
Groop: server i<0-4-

PARAMETER.

VALUE DEFAULT SECURITY |DESCRIPTION
(get/set)
type emanl emanl &l Indiraie the server type
iin, “emal” = emanl server
hiip, “fip” = FTP server
ns “hiip™ = HT'TP ssrver
“ns” = metunmk chwape
htip wrl stong] 12E] hitp ¥ &% LIRL of the HTTP sever to
fopload.
[hthp wrserroame shrmge]i4] NLILL &Ml Lsername io lox i to the server
htlp paserd strnpg{ ] (WLILL. &l Parrarond of the naer
fin adddree. sirng] 17K] (NLILT. &% FTP oerces addinens
fip oeermame siomg] ] NLILL &l Lsemame io Inx m 1o e carver
fin yoewed strnplfid] WLILY. & P of the naer
fip peut 055535 21 &% Poat to cormert 1o the server.
fip locahon wirmg] 12K] NLILL. & Locaion to wpload or siore the
media
fip poeeme 01 1 &b Erable ar dixable paoree mnde:
0 = dixzhls pacrve mode
1 = emabls rave moiae
ercnl adkdrre sirng] 17K] (NLILT. &% Errenl server addroe
el ssbmnds 01 o (] Frable coppert SST.
el pot 065535 25 &% Pt to comert 1o the serve.
mmnl oeername siomg{ 4] NLILL. &% Lserrame i lox m o the oo
ernl povod I!'Iri:dﬁll] NLILL. &6 Paroowo] of the noer
el sevdereanail ahrimg] 12X] NULL & Ermanl addeecs of the sender
sl recymentemanl stong] 12E] (WLILL. &l Ermanl addeess of the recrrent
e Jocaten ahrme] 17K] HLIL & Locatvn to wploa] or siore the
medin
e oeraaTe siomg{ 4] NLILL. & Lserrame i lox m o the orver
e pamaend sionpg{ 4] NLILL. &6 Parrawd of the noer
e, ok proep whomg|4] NLILL G Workeronp for setwok vioape




7.28 Madia zetting for event action

CGiroup: media_i<{)-4=- (media_fieespace 1 1oed miemnally )

PARAMETER

VALUE

DEFAULT

SECURITY
(zet/zet)

DESCRIFTION

wtrmerf40]

[NLILL.

TR
type

amayebot

&'fi
[

Medc type tn send to the: o or
siore an the seroe.

x

Indirate the arerce of media

0 meane the forst stveam

1 meare the srcond siream and e
2 mearm The thd stream and e
3 mearm the foorth stream and e

mapaknt prefox

stomg]16]

Trcliraie the prefix of the filesame

mapabni dairreiio

uﬂl
i

1 = Asdd datr amdd time soffix
0=Donotad

mnambnt nesheoest

S L eEnEE

mapaknt chowmed

& &

1 = chamel 2,

T=channel §, oic.

Indirale the arerce of media

O rowaym the farst shream

1 oy fhe arernd siream and =
2 rrwave e thard stream and sie
3 mearm the foorth stream and sir

wtong] 16]

Irciraie the: prefx of the filesame




Trciraies the tome for pre-event
recoriing i seconds

vadenchp maxdoatios |1 =20

vadenchp maxyre 50~ 5000

1000

Maximom sire of one wideo chp
Filr in Klytea

Tncirates the rhormed of media
soure. 0-7 fiur B comnch.
0= channel 1,

1 = chamel 2,

T=chamel § ok

7.29 Recording
Group: recordimp w1

PARAMETER VALUE

DEFAULT

wirmger{40]

:

Enable or dixable this recordnpy

HHL

01,2

“1™ ot newrmal pracoty.
BT muticabvm s prewitr

e L— il g i iLLh

Indiraie whirh chawne] = nasd for

Indiraie the sverce of media

D o the st shream
1 mearm the sreond stream and @n

0 Entire fooe spare meshaneam
1: Limat recoxding sz merhamam

01

- Ihmable cyche reconding
1: Enable myrlx reconding

01

i i

0 Dmable recarding notificatvn
1: Enable rerarding noh firaton




ot Fyserver 031 o &Ml Inclirate whirh notifiratims sseer
wrekday 0-127 127 &5
bepmtime hhm 00-00 &5
rodiome hhrm 2400 &5
efix stome] 18] «hlank- &I
cyclenxre 16~ 100 &6
rerrewanament O-15000000 |15 &'




LA

The deshivation to skore the
recovded data

“cf” mearm local skorape (CF or
S0 card].

“OF meaym the mdex of the
neborork siorase

airing[12K]

Foldes name

0§

The event inzper type
schednle The eoent 13 topseaed by
schednle
nebororkfail- The event 19 triperered
the Rilore of metwmk
B

adapitne enahle

Indiraie whether the adapine
recoriing m enablesd

Indiraie when i3 the adapitee
recoriding tarterd before the event
1grer paimt {(3ecands)

|
!i

™.}

Trarlh ok, werkesery 1w Hhm sl orsbreen
SEOSrIEE e N T an e

recoviing viopped afies the evest
L@ﬂ[ﬂmﬁ}

.30 HTTPS

Group: bitps (capability protucol https = ()

NAME

VALUE

DEFAULT

DESCRIPTION

To emable or dmable srrore
HTTP

If the valoe = 1, 2 wnll forre
HTTP comnechon redwert 1o
HTTPS commerhims

1T

aniey =2 Create sl wigmod
cerhificate aoierrateally.
mamnal == Create
salf-arenl cerhificate
mamnally.

— e T i T
1PN —r" R dIE O

request and estall.

i




states 3~1 o &7 Specify the hitps stains.
-3 =Certifiraie mot mstalled
-2 = Inwalid pobhe key
-1 =Wartmg for petificate
0 =Not metalled
1 =Artrwe
oniryrame stomg]X] W & Comniry rame m the
shixieorprovincename | dome] 12H] Ama & Saie oy provinee name m the
Jorahtymame ahrmp] 125] Amia & The locality rame = the
AT e sireg{fd] Vool T | &% eraration sanee mthe
cerhfieato infoamation.
mmt stomg[32] Vivokek Tar | &6 Orpanrratvmnal mmt naome m
the corhficate sformation
CONIRTSN TR siomp]t] wwwsmokk | &6 Common rarme m the
vahidays 0 —3550 3550 & Valid peniod for the
cerhficaien

7.31 Storage management zetting

Corrently s for local storage {(SI), OF card)
Group: disk i-<0-{n-1)- n it the total mamber of shrage devices. (capalility tiorape dbensbled == {F)

cyche enabled <boclean: G & Erable cyrlir sinrape method

arockearmp  eoobled <boolean: o & Erable autrmatic cleaws op method
Expired and mot Jorcked media files
il be deleded

ariockarep maraEe preairee T &b To speni fy the expored days for




8. Useful Functions
8.1 Drive the Digital Output [capability.ndo > 0]
Methed: GET/POST

Syt

ity /f-~smrreracmes-fcp-bmfthdofselin o ol —<siate = [ &dnd—states-]
[fedo3—<statr=][&dod—kiate-]

Wheae tiate 5 0 or 1; "0F mean: mactive or normal atate, while “1™ means actioe or nppesed atate

PARAMETEE. (VALUE DESCEIPTION

do<num~ 0.1 0 — Inactnve, mamal state

1 - Active, nggered siate

Example: Drve the diprial ootyut 1 o tnppered state anl redarect o an enpiy page.
z rver/cei-bin/dido/setdo.cei?dol=1

8.2 Query S5tatus of the Digital Input [capability.ndi > D)

@rfﬁm@_'-ﬁﬁﬂlﬂm ido/petdi eI ddF][Ldil |[£di 2][ £di]

T no parsmeter i specified, all of the dizital input stanses will be rehwned




Example: (nery the stains of diprtal moput 1 .
Request:
hitp://myserver/cel-bm/dido/setdi.cga?dil

Response:

HITELU 2N UR'TN
Content-Type: text/plam'r'n
Content-Length: T'r'n

\r'm

dil=1'r'n

8.3 Query S5tatus of the Digital Output [capabilitbyv.ndo > 0}
Methed: GET/POST
Syniax:

ity f<sarernams=/cgi- bin/dido/eetdo. cpi  doD Sedo1 1[&dn2][£do3]

T no parametrr is specified, all the digital outpat satses will be rehamed

Retom

HTTP/1.0 200 OK'vn
Content Type: textéplaintn
Content Lenpth- <langthe-4'n
wn

fdol=<<stata=]irin

fdo I =<<stata=]irin
fdo2=<<stta=]irin

fdo 3= stata=]irin

where criiates cambe 0o 1.

Example: (nexy the stain: of diprtal oofput 1.
Eequest:
hitp://myserver/cgl-bim/dido/getdo.cm 7dol

Response:

HTTP/1.0 200 OK'r'n
Content-Type: text/plam'r'n
Content-Length: T'r'n



\r'm
dol=1'r'n

3.4 Capture Single Snapshot

Note: The: request requives Nommal User provileges

Meihed: GET/FOST

Syniax:

ity - smrmername=fcpi-bin‘viewenvideo jpg A chanmel=-<vahe][£resolotior—=cvahe-]
[&qpmlity—--valne>][Estreanmid=-<valne=]

1F the neer yrqnests = give barwes tham all stream gettines oo the serper, this reouest will il
PARAMETER|VALUE DEFAULT |DESCEIPTION
chamme] O-(n-1) 0 The chamne] mumber of the wideo source:
reapiation “<gvailahle 0 The rezoluton of the Image.

resalnion-
quahiy 1-5 3 The qualiiy of the mmape.
siresmad |0—{m-1) 0 The stream umber:

The server will retoam the: most 1p-in-date sxapahol of the: selected channed and stveam m JPEG
formmt The 2o and quality of the imare wall be et according o the video seftmyt on the saver

Petvmm-

HTTP/.0 200 OK'v'n
Content-Type: mmagefjpesisa
[Content Length- <image si-r'in]

<tamary JFEG mmape datac-

3.5 Account Management

Methed: GET/POST

Syniax:

mm ‘s dmmn/editscoonmi EE".F

method—"yane=Emtermanmne—caomn = | Sptermast—wriwn = || Eowrmbeae—cpatweres |

ELa’ aaabaa s




PARAMETER

VALUE

DESCERIPTION

£

(Adlil an acconmt t the wver When wamy s method | the
“iemame” field it necesry. It will nee the defamit valne
of pther field: if not tpecified

F

[Remsree an account friem the: terver When nimp the
method | the “niemame™ Geld 1 pecestary, and others ae
srmored

z

Miodify the account pagtword and privilese. When nting
thit method, the: “wzienmme™ field it necesary, and other
fields are optional H not tpecified, it will keep the original
setlingy.

The name of the wier to add, delete, or edit

The patswird of the new nier to add or that of the: pid 1y
to modify The defailt valoe & an emply atimp

The prrwlege of the nter to add or o0 modify
Viewes prvilege

[Redivert to the page <rsiwrn pagec- after the: parameter &
mtipned The <rwhoa pape-- @m be a full URL path or
relative: path accorting to the: cuvent path. B v emat thas
mﬂﬂmhmw

Servery will retum the moat up-io-date tystvrm loF

Retom

HTTP/1 0200 OK'v'n

Content Type: textéplaintn
Content Lenpth- <sytlog lengfic-\ra

win




<ystem bop infEmation=\in

3.7 Upgrade Firmware

Method: FOST

Syntax:
IQJM'WMM 1
Post data-

fmage—<file name=[L&retunr—-reiom page=Jain

LI RS
L

<mmiitpart encoded fam data=

Servexy will accept the file mmed <file name o npgrade the fiomeare and reham with <rehan
Findicated

8.8 Camera Controi [capability.ptzenabled]

Methed: GET/POST

Syntax:

ity f-—sorperacms-fcm-bmfmewercamcy] oo chammel—crale= ]| &oamd—vahwe=-]
[Emove—oyahie=-]
[&forne—ovalne]

[ [dzpeedparr—oahe=] &speedhit—wine=] | &peedmom—-valne=|| &ipeedapp—vale- ][ xpee
dimk—rvale] |

[Sxelnm—<rahora Fl

Example:



o erver/ cel-bin'viewer camctrl ce Tchannel=0& cannd=1fmove=n
o erver/ cel-bin'wviewer/'camctrl g ?channel=08&camd=1 &zoom=tele

o

rver/cel-binfviewer/cametrl cg Pchannel=0& cammd=1 8x=300

200&resolution=704x

480&videosize=704x480&strech=1
PARAMETER. |VALUE DESCRIPTION
chammel c{n-1}> Chanel of video source:.
cmid 0,<potitive integer> | Camera ID.
move Pmm Mirvr to camera to bome positisn
Iup (Miror camesa up-
||:l|n'n Misrer: camera dorom.
!Hi Mirvr camera left
lrighl (Miroe cameya npht
speedpan 5~5 Set the pam speed
tpeedtik 55 Set the tilt speed
tpeedm = | 5~5 Set the zoom speed.
speedfocus 55 Set the focms speed.
speedap 5~5 Set the: mutn pan/patrol speed
min [pam Avio pan
s e
tiop St camera
tele Zoom frther with coment: speed.
tiop Sirp zoom.
wride or tede Zoom without stopping fer Lageer view & further view with
4 speed, wied for jrystick cmmrol
Im 0~ Set the tpeed of znEmene. “(F mesns stoy.
I 0~ 15 <SDEIXI>
Iq <inirger _ exchding | The tlope of movement = vifvx, n2ed fir joyttick contol
0=
I sinegr>
I« 0~7 Set the tpeed of mirvement, “0™ mesms stop.
0~ 15 <SDEIX1>
Ix cintraer= x coordinate chicked by waer:
It wnll be the: x-coordmate of crober afber movement




y-coordmate choked by 1y
Tt wll be the ¥-coorndmate of center after movement

The tize of plups in (Active) window in web page

The resointum of tireammng.

™

D mdicxies that it nies rexolwiion (threaming sor) 22 the
TEupr: {H (DE CHEAInaNE: fysan.

1 mchicxies that 1t nies: videssive (plaF-m 217e) ax the range
of the coordmate syshean

Auin oo

Foens o forther dittnce

Foens on dloser distanee:

et the Netemk Camera contrl mis s

HHULE g§§§

Mammally cootrol the ires for bigger tize

|:1.m

D-~4

Ttsne speed Ik conmmand

The paphime belaresn two conzeantree plz commands. i
device (mnt- ms)

111

[Redivert to the page <rsiwrn pagec- after the: parameter &
mtipned The <rwhoa pape-- @m be a full URL path or
relatrer: path accmabng to the: coment path. H v emat thes

paametry, it will redivect i a0 emply page.

3.9 Recall [capability.ptzenabled)

Method: GET

Syniax:

; RARS e

WA FAA SRR ALY A waam BARcvy was

W{W] [Eretorm—<reiurn poge=]

PARAMETER.

VALUE

DESCEIPTION

Text sy ez than
30 charachers

One of the pretent possions: to recall




channed <f-{n-1}

Chamne] of the video sommre.

[Redivect to the page <rsivrmr pogee- afier the paameter 2
mtimned The <rwhoa pape cm be 2 fll URL path or
relative path accmrting to the covent path. B v et thes
?mﬂwiﬂmdﬁu:tt}m%

3.1D Prezet Locations {capability.ptzenabled}

Methed: GET/POST

Syntax:

ity //=smrreracmscm-bm/operai/preset oo chamel—-valkae=]
[ faddpoi—<va ne=]| & delpoi—<vaboe= ]| Sreturr—rwivrre ﬂm-]

PARAMETER. [VALUE

DESCPIPTION

addpos =Text strane lets than [Adb] oo presiet Iocatson o the predet hat
Eﬁ'l ] o
charmed <f-{p-1)= Channel of the video some.
30 characiers>
TEIm <yeimm pape= Kedmect in the page <rsisrm pagee- afier fhe parameirr &

mtipned The <rwhoa pape-- @m be a full URL path or
relatrer: path accmabng to the: coment path. H v emat thes
paametry, it will redivect i a0 emply page.

3.11 IP Filtering

Methed: GET/POST

Symitas:

[doretnrm—reham papes]

wfmwﬁwmﬁ
method—cvahnes& [atart—-ipaddrrs &end—<gpoddne § &index—<vobes]




PARAMETER

VALUE

DESCERIPTION

Al allirwed TP address ranse to the server Stat and end
paametryt mmit be specified I the mdex paanedes 14
specified, 1t will try o addl startmp frven the mdex posstion.

(Al densed IF address range o the ferver Start and end
paameter: mmii be specified . If the mdex paamedes 12
specified, 1t wnll try o add sharimp fiven the mdex posshion.

[Remarer allowed TP address e fem Server H ctant and
end parameters e speciied | it will try o remree the
mmaivhed TP address H index it specified it will fry 1o
remorve the address fimen prven mdex posshion. [that, end]
Pm:lnﬂhglﬂl:lﬂﬂjthmﬂm[nﬂn]!:-m

N e rrw-m, ol e TIF el it swrre s e s v T el i o el
[ P IR MERLECE) 11 ml..l.lFll.‘l.ﬂ.l.l OCE WED BN SLENE B

end parameters e speciied | it will try o remoee the
mmaivhed TP addres H index it specified , it will fry 1o
remorve the addreis firen prven mdex posshion. [that, end)
parameters have hipher priosity then the [ndex] parameter

=ip address

The starimp IF address to add or io del=le.

P e e Y

?m

Tho s dess TR oddeoste oy weld oo b el ok
RRR Al 1 CRAME Eoee LLF mE L

The start posstion to ald o o delete

[Redverct to the page <rsiwrn pogee- afier the pameter 2
mamned The <rwhoa pape- cm be 2 full URL path or
Telxtrer path accmaing to the coment path. H v emat thes

paametrr, i will redivect i0 a0 emply page.

3.11.1 IP Filtering for ONVIF

ra pags™]

PARAMETER |VALUE DESCRIPTION

type NULL Get IP filter type
allow, deny Set IP filter type

method |=Hu4 Add TR address into scress b
|aﬂ|hrli Add TPufs addvest into scress hst




Delete IPvd addvets: firom access hat

£ f

Delete IPvE addvets from access hit

ip <JP sldress= Smple addres <TF abiness=
[Metoork addvess: <TP address / network matk=
Eanpe addres-<siari TP addres - end TP adidvess=-

=yalne- The timi posihon o add or to delete

mdex
retum <retum page= Redirect to the pape <return poge=- after the parameter 23
asurned The <—rwirn papec can be a foll URL path or

POST /ep-bin'operaba/narkchaone] oo
x-tessaoncookee: strms{ X

cootrnt-type- application’= vtk -tummedled
pragma - no-cache

cache-conirol : no-cache

cootrnt-length: 32767

expaes: Sun, 9 Jam 1972 0020000 GMT

1ker must nie GET and POST in estabhsh twn channeds fin diramstream and opsiveam . The
x-testmeockee m GET and POST should be the sanne: to be recopmzed as a pam for one tesson
The contents of upsiream should he baiedd encoded o be sble to pai theoush 2 proxy server

Thas channel will help to trantler the e data of UART oves the network.



Memze see UART tonnel spec for detasl mformmton

PARAMETER. [VALUE DESCRIPTION

charmed 0~{n1) The chamne] mimber of UART.

OIS s e LT T Tieem e e e D P L slza .
el LWEINMLFWAILIVITIT I TUNTTED A INE] | Lo aErifiLys.

=

POST /ep-bin/adoun! cidevent o
x-tessaoncookee: strms{ X

cootrnt-type- application’= vtk -tummedled
pragma - no-cache

cache-conirol : no-cache

cootrnt-length: 32767

expares: Sun, 9 Jam 1972 00:00:00 GMT

ke must nie GET and POST in estabhsh twn channeds fim dirmstveam and opstream . The
x-testioncockoe m GET and POST should be the sanne to be ecopmzed as a pair for one sestion
The contents of upiream shoull he baiebd encoded o be sble to pass theoush the pry serves

This channel will help pexfosm real-teme event tubicriptisn and notification a3 well 28 camera
cooirl more efficently The event and contiol firmat: are desrmibed m anasthes docoment

Qe Fuvsrtferwrim] fomm ];ﬂl‘rr_____ﬁ_rtlnl’ll‘li‘nﬁmﬁrm



3.14 Get SDP of Streams

Methed: GET/POST

Syniax:

ity -~smrperacms--/petaork thp 3<0-m-1-_ accessnames

“m" B the stveam mumbey.
“netennk accetamme <O-{m-1" & the accesamme: for shream “17 to stream “m- Please efer in
the “subproup of network- isp™ for settmp the acresname of SDP.

You can get the SDF by HTTP GET-
Tihen o srslahle mmbestt (3ot ST file wineh coovdams the eilees st st iz HTTR
JU T TEINE SCIENINE Al ] Sl 2L I wineh 11 o INOTNITHE T8 -

3.15 Open the Network Stream

Syntax:
For HI TP peh sexwes (MIPEG):

hitpff<cmrrernome=<petamak hitp 8=<fbm-1> scressnames

¥ RTSP (MP4), the nter needs inin!:ntﬂ:: [JRL hedow Ilm-mﬂ'SPum?lﬁble!ﬂ:}ﬂ:

Tip/f<servarnamesnetwrk rsp t=<0-m-1> acostnames

“m"- n the dresm momber:

Fm detmk on tireamene proiocol, plexie refer to the “conirol esmlmy™ and “dats format™
docsments

8.16 Sernddata [capability.nuart > 0)

il e T et wrremremricd s s T s s e Larrrs s
LWL L ILEN l.ﬂilml. l.ﬂll.l.l.l.m by [T} F.I."I.-%m.

Method: GET/FUST

Syntax:

hitp: /= crrreracms=icp-bmfvewertenddats o't
[com—->valne|[&data—ova ke || &dheb—cvalne>] [ fwat—crmkes] [ Soead—ovalne=]

PARAMETER. [VALUE DESCPIPTION




com ] ~<msx comport |Thetarpet COM/RS4ZS post muomber.
ke =
data <hex decamal The <hex decimal data> 12 a senies of dipgiis fiiem 0~ 9, A~
data={ <hex decmal  [F. Each coonma separaies the commands: by 244}
data=] mmlhizeconds.
frh FELID yei- Recerve data bofler of the COM port will be cleared
before read
mo- Do not clear the receroe data bofler
Ak 1 ~ 55535 Wt fime m nmlhizeconds hefore read data
il iI~3128 The data lempth In bytes o 7ead. The read data will be i the
TElDm page.
Retom-
HTTP/1.0 200 OKv'n
Content-Type: textplamisin
Content-Lenpth- <sysiemn mfrmation lenpth=w'n
w\n
<hex dearmmal dab=-a'n

Where hexaderimal daia 13 digeiz from 0 -9, A-F.

8.17 Storage managements (capability.storage.dbenabled > 0}
Methed: GET and FOST

Syniax:

hitp /s vrnawes/cgi-bin/admin/lectrl cpiTomid—cmd_type-| &-parameter—ake=. ]

The commandt napr and thes mput amements are a3 follows

PARAMETER |VALUE DESCRIPTION
crud type <tirmp= [Requmed
Command to be execuied, mcndmp search, inssrs,
Conmand- search
PARAMETER  |VALUE DESCRIPTION

m




[matigned a uniqne integer

Opisonal

Indscate the event ingzer bype

Fx media Type—="motion’

Suppet trigpes types ave produrt dependent

Optional
Plesse embrace ymr npul whe wilh spie poles
Fx mediaT wideochin’

Supyat trigpes types ae prdoct dependent

Opiaonal
[Ex destPath = fmmt'aui'CFMNCMEF/abe mpd ™

Opizonal

Opizonal

Indacate 1f the file 1t locked o nt

- file 1z mot locked

1 file 1z locked

A locked ke warld not be removed fiven UL cyche
toape.

Opbonal

[tme)

[Famat it “YYY Y-MM DD HH-MM-S8™
E:.lnga’['im= 2002-01-01 00-00-A4F

____ B e a _ _____—_ 1 _1__._ L.

“TO" operation
Fx_trizeesTime="2008 0101
00-00-00"+TC+2008 0101 73-59:50" i to search fmr

from the start of Jam 1% 2008 to the end of Tan
1* 2008

i

Ophional

;

Oytional

L




Specifies howr manry rowt 1o thip at the bepmnns of
maiched recods
that the: offiet keyword 12 1eaed afies Lt

To incxease the fexibility of search cemrmeml | v may e “0R™ coxmectors i Iogecal “0OR”
search operaiont. Moreover, in search for a speafic time period, you mn nie “TOF commector
Ex To search recomnls ingmered by motion or i or sequential and alio inggeved between
2002-01-01 00-00-00 and 2008-01-01 23-59:59.

http://=<servername=/cg-bin/admin/sctrl cg?emd=search& mgger Type="motion’ +HOR+ di +OF+'s
eq &irigger Time="2008-01-01 00:00:00°+TO+ 2008-01-01 23:50:59°

Command: delee

PARAMETER  |VALUE DESCRIPTION
Tdentify the desipnaied recd
Ex Label=1

Ex Deleie reconds whose key nombers are 1,4, and 8.

http://=servername=/cgi-bin/admin/lsctr] cgi?emd=delete&label=1&label=4 &label=8

Command: wpdate

PARAMETER  |VALUE DESCRIPTION
Tdentify the desipnaied reced
Fx_ lLabel=1

isLncked “booleam> Required
Tndicate if the file it Iocked o= not

Ex Updsir reconds whote key mambert are 1 and 5 o be Iocked thains.

T_4 & n w14 f I

http://<servername=/cg-bin/admin/isctl cg Pemd=update&1sL ocked=1 &label=1 &label=5

Ex Updair reconds whote key mambert are 2 and 3 o be unlocked shaing

http://<servername=/cgi-bin/admin/sctr] cg Pemd=update&is] ocked=0&label=2&label=3

Comemand- quesyStains
PARAMETER. [VALUE DESCRIPTION

£



Ex_ retype=javasorpt
The defanlt retom mestape 1t m XM fornmt

Ex (ney lncal swwage staint and call for jrvasunipt format retom mestage

http://<servername=/cg-bin/admin/lscirl cg Pemd=queryStatus&ret Type=javascript

8.18 Virtual input {capability.nvi > 0)

Note: Chanee virhizl mput {mamml topper) thaing
Methed: GET

Syntax:

hitp:/f-errvemames/ca - in/adminfeta cp Mvill-<valoe| 2o ] =-<vales] [ Eai2=-vale]
[foretnrm—reham pape=]

PARAMETER | VALUE DESCERIPTION

VI=mmme state[(duration)nstate] Ex: wil=1

Setting virtual mput 0 to mgger state

Where "state” 12 0, 1. 07
means inactive or
normal state while “1™ | Setting virtual mnput 0 to normal state, warting 200

Ex: wil=0200)1

means active or milliseconds, setting it to mgger state.
triggered state. Note that when the virtual input is waiting for next
Where "nstate” 13 next state, It canmot accept new requests.

state after duration.

retum <refurn page= Fedirect to the page <refurn page= after the
request 13 completely azsipned. The <rehurn
page= can be a full UEL path or relative path
nmnmrdree o b ety T armey mamand bl e

[ e Ln'J.l.I.I.IJ""_': LI Ry |.||ELI.I.. LL 'r'LlI.rI. RFLLEEN LEER

parameter, 1t will redirect to an empty page.

Retumn Code Description

0 The request 1t scceiafnlly execued
400 The request camnot be asnpned, ex moomect paameter:.
Examgples:

1. setvi cgi?vi=0(10000)1(1 5000)020000)1




No multiple: duration
2 getwi cpitviz—0

V1 mdex 1% out of ange.
3 setwi cpi™viel

Mo VI index & tpecified

503 The resionree 1t unavailsble, ex Viinal mpot & waiking for next date.
—I-:Iwi::-

1. setwicpPvdl=0{15000)1

2 getwi cpifvi=1

Request 2 will mit be acrepied donng the exenstion time(15 secomdi)

3.192 Open Timeshift Stream [capability.timeshift >0,

timeshift_enable=1, imeshift_c<n>_s<m>_allow=1}

Synixx:
For HITPpeh server (MIPEG):

hitpff<tervemames=<neiwork hiip i<m> accesname™"maxsfi—<valne-] &tsmode—vaine=Smefh
me—<valne>fomechk&amofi—<valne=]

For RTSP (MP4 and H264), the nser needs o input the URL below into an RTSP compatible payer

Tip /< terremame-/<network 1ip 1<m> accetiname™ s fi—<valoe [ &txmod e—=<valoe-Xrefh
me—<valne=EforechkEamnf—<valne=]

"n" 1 the chamme] index
Fm detmkl on imesthaft dyeam, pleate refer o the “TimeshsfiCachmp™ docoments

PARAMETER|VALUE DEFAULT  |DESCRIPTION
- I s - b o rhnd at most harw many 8 14
e nommal, [naEmal Streaninp mode:
adaptive == Full FPS all the time.

ive = Default send only I-frame for MP4 and
264, anal senal 1 FPS fim MIPEG DI, VI ox
um windirw are tnppesed. the shreamamy 12
to send fisll FPS fim 14 teconds
ole: s parameter ko warks on non-hmeshnit

™



fakee, rehwm 415 Uninpprted Media Type™

it <postree {0 many seconds of ached siveam chent m
infeper= at least
ged by fomcechk)
Retumn Code Description
400 Badl Beqnest Request B repected becante tome parametey valnes are illegal

415 Uninppaied Media Type | Retnmed, if fiscechk appear:, when mmsft 2 not achsevable or
the: trmesthafl featuve of the target stoeam 1t i exabled

~Eunil of docummewt=-



Technical Specifications

- CPU: Mozart 380 SoC

- Flash: 32MB

- RAM: 512MB

- Embedded OS: Linux 2.6

System

Approvals

- CE, LVD, FCC, VCCI, C-Tick

Camera Control

+ PTZ camera control through RS-485
- Supported devices and protocols:

DynaDome/ SmartDome

Pelco D

LiLin

Pelco P

Samsung scc643 and customized types

- Supports CGl command serial driver

Operating
Environments

- Temperature: -10° C~50° C

Humidity: 20 ~ 80% RH

Viewing System
Requirements

- OS: Microsoft Windows 2000/XP/Vista/Win7
- Browser: Internet Explorer 6 or above

- Cell phone: 3GPP player

- Real Player: 10.5 or above

- Quick Time: 6.5 or above

Video

- Compression: H.264/MJPEG/MPEG-4
- Streaming:

Single Stream (VS8801) or Dual Streams (VS8401)
H.264 streaming over UDP, TCP, HTTP or HTTPS
MPEG-4 streaming over UDP, TCP, HTTP or HTTPS
H.264/MPEG-4 multicast streaming

MJPEG streaming over HTTP or HTTPS

+ Supports activity adaptive streaming for dynamic frame

rate control

+ Supports 3GPP mobile surveillance
- Frame rates:

H.264: Up tp 180 fps at D1
MJPEG: Up to 240 fps at D1
MPEG-4: Up to 80 fps at D1

- Interface

BNC connector for video output

Installation, Management,

and Maintenance

- Installation Wizard 2

32-CH ST7501 recording software

+ Supports firmware upgrade

Image Settings

- Adjustable image size, quality and bit rate

- Time stamp and text caption overlay

- Flip & mirror

- Configurable brightness, contrast, saturation, sharpness
- Supports privacy masks

Audio Compression
G.711 audio encoding, bit rate: 64 kbps, p -Law, or A-Law
mode selectable
Interface:
Audio input, up to 1Vrms, 3.5 mm Phone Jack Audio output,
Terminal block x 8
- Supports two-way audio (Per channel)
Supports audio mute
Networking - 10/100/1000 Mbps Gigabit Ethernet, RJ-45
- Onvif support
- Protocols: IPv4, IPv6, TCP/IP, HTTP, HTTPS, UPnP,
RTSP/RTP/RTCP, IGMP, SMTP, FTP, DHCP, NTP,
DNS, DDNS, PPPoE, CoS, QoS, SNMP and 802.1X
Alarm and + Triple-window video motion detection

Event Management

- Tamper detection

- Four D/I and four D/O for external sensor and alarm (VS8401)

- Eight D/I and eight D/O for external sensor and alarm (VS8801)
- Event notification using HTTP, SMTP or FTP

- Local recording of MP4 file

Interface - RS-485: Half Duplex

Applications - SDK available for application development and system
integration

Warranty + 24 months

System Overview

External
Microphone

(ﬂﬂf&%

Analog
Camera

{ e
T_I_T

uﬂ;;i

PC with
VAST

Speaker Pre-amplifier

Rack Mount Design

VS8801 o_e@ —
Router

Notebook with
Web Browser

External View

VS8801

189 mm

VS8401

189 mm

49.3 mm

49.3 mm

Front

Front

Security - MultiHevel user access with password protection
- IP address filtering
+ HTTPS encrypted data transmission
- 802.1X port-based authentication for network protection
Users - Live viewing for up to 10 clients
Weight - Net: 837 g (VS8801)
Dimension + 189 mm (L) x 1563 mm (W) x 49.3 mm (H)

LED Indicator

- System power and status indicator
- System activity and network link indicator

Power

- Power input: 12V DC/24V AC
- Power consumption: Max. 24 W

The USB socket and SD card slot are only for maintenance.
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Technology License Notice

MPEG-4 AAC Technology

THIS PRODUCT IS LICENSED UNDER THE MPEG-4 AAC AUDIO PATENT LICENSE. THIS PRODUCT MAY
NOT BE DECOMPILED, REVERSE-ENGINEERED OR COPIED, EXCEPT WITH REGARD TO PC SOFTWARE,
OF WHICH YOU MAY MAKE SINGLE COPIES FOR ARCHIVAL PURPOSES. FOR MORE INFORMATION,
PLEASE REFER TO HTTP://WWW.VIALICENSING.COM.

MPEG-4 Visual Technology

THIS PRODUCT IS LICENSED UNDER THE MPEG-4 VISUAL PATENT PORTFOLIO LICENSE FOR THE
PERSONAL AND NON-COMMERCIAL USE OF A CONSUMER FOR (i) ENCODING VIDEO IN COMPLIANCE
WITH THE MPEG-4 VISUAL STANDARD ("MPEG-4 VIDEO") AND/OR (ii) DECODING MPEG-4 VIDEO THAT
WAS ENCODED BY A CONSUMER ENGAGED IN A PERSONAL AND NON-COMMERCIAL ACTIVITY AND/
OR WAS OBTAINED FROM A VIDEO PROVIDER LICENSED BY MPEG LA TO PROVIDE MPEG-4 VIDEO.
NO LICENSE IS GRANTED OR SHALL BE IMPLIED FOR ANY OTHER USE. ADDITIONAL INFORMATION
INCLUDING THAT RELATING TO PROMOTIONAL, INTERNAL AND COMMERCIAL USES AND LICENSING MAY
BE OBTAINED FROM MPEG LA, LLC. PLEASE REFER TO HTTP://WWW.MPEGLA.COM.

AMR-NB Standard

THIS PRODUCT IS LICENSED UNDER THE AMR-NB STANDARD PATENT LICENSE AGREEMENT. WITH
RESPECT TO THE USE OF THIS PRODUCT, THE FOLLOWING LICENSORS’ PATENTS MAY APPLY:

TELEFONAKIEBOLAGET ERICSSON AB: US PAT. 6192335; 6275798; 6029125; 6424938; 6058359. NOKIA
CORPORATION: US PAT. 5946651; 6199035. VOICEAGE CORPORATION: AT PAT. 0516621; BE PAT. 0516621;
CA PAT. 2010830; CH PAT. 0516621; DE PAT. 0516621; DK PAT. 0516621; ES PAT. 0516621; FR PAT. 0516621;
GB PAT. 0516621; GR PAT. 0516621; IT PAT. 0516621; LI PAT. 0516621; LU PAT. 0516621; NL PAT. 0516621;
SE PAT 0516621; US PAT 5444816; AT PAT. 819303/AT E 198805T1; AU PAT. 697256; BE PAT. 819303; BR PAT.
9604838-7; CA PAT. 2216315; CH PAT. 819303; CN PAT. ZL96193827.7; DE PAT. 819303/DE69611607T2; DK
PAT. 819303; ES PAT. 819303; EP PAT. 819303; FR PAT. 819303; GB PAT. 819303; IT PAT. 819303; JP PAT. APP.
8-529817; NL PAT. 819303; SE PAT. 819303; US PAT. 5664053. THE LIST MAY BE UPDATED FROM TIME TO
TIME BY LICENSORS AND A CURRENT VERSION OF WHICH IS AVAILABLE ON LICENSOR’'S WEBSITE AT
HTTP:/WWW.VOICEAGE.COM.
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Electromagnetic Compatibility (EMC)

FCC Statement
This device compiles with FCC Rules Part 15. Operation is subject to the following two conditions.
m This device may not cause harmful interference, and

m This device must accept any interference received, including interference that may cause undesired
operation.

This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant
to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection against
harmful interference when the equipment is operated in a commercial environment. This equipment
generates, uses, and can radiate radio frequency energy and, if not installed and used in accordance
with the installation manual, may cause harmful interference to radio communications. Operation of this
equipment in a residential area is likely to cause harmful interference, in which case the user will be
required to correct the interference at his own expense.

CE Mark Warning C €

This is a Class A product. In a domestic environment, this product may cause radio interference, in which
case the user may be required to take adequate measures.

VCCI Warning
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Liability

VIVOTEK Inc. cannot be held responsible for any technical or typographical errors and reserves the right
to make changes to the product and manuals without prior notice. VIVOTEK Inc. makes no warranty
of any kind with regard to the material contained within this document, including, but not limited to, the
implied warranties of merchantability and fitness for any particular purpose.
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